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Abbreviations and Acronyms

Abbreviation Description

ForTheL Formal Theory Language

J2EE Java 2 Enterprise Edition

JSP Java Server Page

SAD System for Automated Deduction
RC Requirement Class

RCI Requirement Class Instance
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1. Introduction

Easy Requirements Environment (ERE) is the prototype of the system
for managing and processing software requirements. It is based on web
technologies and supports collaborative working of multiple users.

The purpose of the system is to demonstrate the abilities of ForThelL
based approach for capturing and processing formal software requirements
and specifications. This approach was proposed as basis for further
development in the domain of capturing, formalizing and processing
software system requirements and specifications.

But, abilities of the system do not limited only by ForThelL approach.
ERE lets user to document TLA specifications and check them with TLC
model checker. Also, there several semi-formal means of structuring
requirements, such as grammars and pattern templates.

The architecture of the ERE is based on client-server technology. This
allows for a remote verification of requirements being controlled by the client
part and conduct simultaneous work on requirements by several clients.

More about requirement management tools may be studied from [8].

1.1System’”s Requirements

Software Requirements:

Client PC:

1. Web Browser with Java Script support (MS Internet Explorer 5
or higher)

Server:

. JDK 1.4.2 or higher

Java Run-Time Environment 1.4.2
Tomcat 5.3 or higher

MS Access

MS Windows XP Sp2

abrONE=
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Hardware Requirements (minimal):

Client PC:
Celeron 500 MHz, 128MB Ram
Server (workgroup with 5 users)

Celeron 1000 MHz, 256MB Ram, 500Mb of free space on HDD

1.2 Installation Procedure on the Server Side

1. Pre-requests installation
a. Install JDK 1.4.2, follow the instructions
b. Checking the java environment:
i. Start -> run -> cmd.exe
ii. Execute the command: Java -version
c. Install Tomcat server, following it’s the installation
instructions
d. Checking Tomcat server

i. Type http://localhost:8080 to check server

2. Maintaining Easy Requirements Environment
a. Create Admin and Manager user’s accounts in Tomcat (read
Tomcat reference manual)
b. Login the Tomcat’s administrating page
(http://localhost:8080/manager)

c. Deploy “ere.war” file (see the screen shot below):



http://localhost:8080/
http://localhost:8080/manager
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3. Install MS Access (an application from MS Office family)
4. Test ERE (type http://localhost:8000/ere in your web browser)

1.4 Authors

The prototype of the system (Easy Requirements Environment) was
implemented by Petro Protsyk. The System for Automated Deduction and
ForThelL language were developed at Kyiv University, faculty of cybernetics

(http://ea.unicyb.kiev.ua).

1.5 Terms of use

This documentation and all software components (Easy Requirements
Environment distribution package) may be used only for demonstration

purposes. Not for distribution, for internal use only.


http://localhost:8000/ere
http://ea.unicyb.kiev.ua/

ERE reference manual. Not for distribution. Internal use only.

2. The Design of Easy Requirements Environment

The system is developed for using during Requirements Engineering in
software development lifecycle. The prototype of such system is presented
and available for testing purposes. Its name is Easy Requirements
Environment (ERE).

It is necessary at once to note, that such type of systems should
support the collective and collaborative work. The interaction between
clients (users) and system is carried out through the network (local or
global). All shared data is stored in database repository on the server.

As the system should support multiple access to the data, it should
include mechanisms for protection from non-authorized access. To perform
such functionality the system has a role based data access management
subsystem. There are four roles of the users - administrator, engineer of the
requirements, developer and user. The administrator has the complete
control above system and repository. The requirements’ engineer has a
complete access to his own information. He also can observe the information
of other system users. The developer has an opportunity to look through the
data in repository and to change the requirement’s completeness status,
above which he works. The user works with system in a read only mode.

The information in repository is stored in tree-like structure. Each tree
node represents a class of the requirements or a requirement instance
(certain requirement). The requirement’s class is a structure composed of a
name and a set of attributes. The clients of the system (manager, engineer
of the requirements) have an opportunity to create requirement’s classes
and their instances. The attribute is defined by its name and type. They are
also created by the administrator. In the prototype there are presented such
types of attributes: number, string, file (document), image, reference,
ForTheL text. Besides the class can have properties - "verifiable", "public",
"formal"”, etc.

Let's result an example of one of the possible requirements classes

structuring in ERE:
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Requirements

System Requirements

-User 6s

- Constraints

- Quality Requirements

Software Requirements

- Functional

- Non -Functional

Such structured representations of the information will allow system to
operate more effectively. Let's notice, that the classes support hierarchical
inheritance, i.e. inherit all attributes and properties of high level classes. The

intersection of attributes and properties of parent and child classes is not

supported.

Requirements

Now, consider conceptual scheme of the system architecture:
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It is composed of the web server, with which the users work through a
browser. The information is stored in the repository. The information from
repository is provided by the data adapter component. Further the
information will be subsequently processed. The security manager grants or
denies access to the system functionality according to the user rights. As it
was already said, the access rights are defined on the basis of roles. The
system enables to configure the users’ roles, and also to add the new users
in system.

The data adapter provides independence of system from a type of
repository. I.e. if necessary to modernize or to replace it, it is enough to
supply system with the corresponding data adapter component without
changing functional part of system.

The simplified entire repository structure is represented by the

following ER-diagram:

The working with system begins with authorization procedure and
granting the access to repository. After granting the access to repository the
further interaction with system occurs from the main page of system. Its

working area is shown below:

10
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On it the tree of requirements classes is represented. At presence of
necessary access rights, the user of the system has an opportunity to edit
(to add, delete, change) this requirements tree structure.

For example, dialogue of creation of a new class has such appearance:
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Figure: Create Requirement Class Dialog

There is an opportunity to choose a parent class, and to edit attributes
of the created class. The new class inherits all attributes of parental
requirements class.

After requirements storage structure creation by the system’s

administrator or the requirements engineer, other users of system can look

11
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through its contents, and add create requirements (the requirement class
instances, see ERE concepts for details).

Let's consider requirements classes which include ForThelL language
attributes. To support this functionality the system contains built-in type
"ForTheL_Text", and also necessary procedures of processing and the
analysis. For this purpose in system the Windows version of SAD system is
used. After editing ForThelL attribute (change, creation) the system transfers
the content to the ForThelL language processor. If the text has been written
syntactically correctly the information will be stored in a repository for the
subsequent processing. Otherwise the user is notified about the mistake and
has an opportunity to correct it. Thus, only correct information will be stored

in repository.

Now, let's consider the software tools used for building the prototype
of this system. As DBMS MS Access is used, because it is the most
widespread mean for small and average level databases. In case of further
development of system it is possible to use more powerful DBMS, such as
MS SQL Server, Oracle or Informix.

The web application is developed by J2EE methodology with the use of
Java programming language and Java Servlets technologies: JSP, EJB. For
the web server and Java Servlets container the freely distributed software

Tomcat 5 is chosen.

The general scheme of system states is represented on figure below:

12
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3. Concepts of ERE

In this section the main concepts which lays in the basis of the ERE will
be described. These concepts illustrate how requirements engineering

process is reflected in proposed methodology.

Let's just list them. They are: requirements tree structure,
requirements class , requirements class instance and attributes of

requirement cla ss.

3.1 Requirements Tree Structure

The requirements tree structure is a basis for requirements structuring
in ERE. It is used for the organization of requirements in special groups,
called requirements classes (see section 3.2) with similar properties.
Structuring of requirements will help the system to analyze them more
correctly. As it is possible to define, which properties should satisfy
requirements in each class in the tree. Also, such representation will be
clearer for requirement engineers.

This structure must be developed before requirements gathering
process begins. ERE system allows the administrator of the system to create

requirements tree according its organization standards.

Requirements tree structure is composed of two types of entities. They
are requirements classes and requirements (requirements class instances).
The root of the tree is a root class. Each other node is a requirement class or
instance of the parent class node. The requirements class instances are
grouped as childs of the parent class node in the tree.

The purpose of the root class is to describe properties that are
common for each requirement in the tree. For example, such common
properties might be the author of the requirement, or requirement creation
date.

14
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Descendant classes must define the properties more precisely
according to that part of the system which they specify or according to the
way the system is specified.

If some properties of the system are described as formal specifications
it is possible to create a requirement class that will describe properties of
that specification (formal language, for example) in order to analyse them
automatically in ERE.

At the figure below (Figure: ERE requirements tree structure)

requirements tree structure is presented as it looks in ERE.

Hame of the class Textual Description

/ / Requirements class

o Specifications [ Formal Specifications |
Class Instances

Notation T

Protocol Specification ] _
ATIAL1256 Reqguirement class instances
ATIA1311 {each instance is a
ATIA3E4 requirement that specify
ATIAL189 certain property formally)

Figure: ERE requirements tree structure

Requirement tree structure defines the structure of requirements
classes’ hierarchy. Requirement classes support inheritance. Descendent
class inherits all properties of parent. The properties of requirements classes

will be discussed in the next section.

3.2 Requirements Classes

Requirements classes are used for structuring. They define structure of
requirements through describing properties. In current version attributes are

used to describe properties. So, the requirements class is defined as set of

15
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attributes. Each attribute has a name and type. It is denoted as tuple
(Name, Type). Then requirement class (RC) is defined as set of tuples
(Name, Type). Requirement class also has a name. The name of
requirement class will be denoted RC (Name). Now, the formal definition of

requirement class will be as follows:

def

RC = { Name; : Type; | i € I and Name; # Name; if i #j};

Requirement class instance (RCI) is a set of values of attributes:

def

RCIgrc ={ Name; : Valug; | i e I and (Name;, typeOf(Value;)) € RC and

Name; # Name; if i #j };

Example:

Specifications = {
(Author, String) ,
(CreatedOn, Date) ,
(Specification, String)

h
Requirement Specifications ={
(Aut hor, fAPetro Protsyko) ,
(Specification, fAThe gsengratdé em shall
response within 5 second S.0)
h

Requirement class instance represents one certain requirement.

Attributes are used for structuring content of requirement. Such
structuring in ERE is necessary, because processing of requirements is
strongly dependent on their attributes. Each processing procedure may be
applicable to a certain type of attribute.

16
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Therefore, requirements in ERE may be analysed using different tools
and methods to check different properties. Attributes are also may be used
to store different representations of requirements. Requirements may have
formal and natural language representations, natural language
representations may be of different detail levels, etc. Using information
about attributes ERE may perform appropriate analysis and prepare system

specification document with variable detail level for corresponding audience.

17
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3.3 Grammars & OpenSpecs

There are different kinds of data types supported by ERE system.
There are several complex ones among them. They are ForThelL
Specifications, TLA Specifications, Grammar Type and OpenSpecs Grammar

(http://www.openlicensesociety.org).

The ForTheL and TLA Specification types are textual specifications that
may be processed by external tools. The results of the processing are
presented to the user. The processing is performing on the server side and
hence may provide several benefits.

There are also two other types - Grammar and OpenSpecs. They are
used to store structured values. The structure of such values is represented
by certain type of context-free grammar.

In case of Grammar type the structure is described by the rules of the

following type:

NonTerminal — S1S; ... S

Where S; is symbol of one of three predefined types: Non-terminal
symbol, Terminal symbol or value symbol.

The value symbol is a special kind of grammar entity which value may
be provided by user.

For example:

The temperature of engine is [TempValue]. TempValue = 50.

The ERE allows interactive construction of grammar sentences,

providing user with ability to choose appropriate rule:

18
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The Grammar type may be used to provide user with patterns of

requirements, or to construct sentences of Formal language (at the example
the Grammar type is used to construct ForThelL expression).

The OpenSpecs type is a special kind of Grammar which is based on

System Grammar of OpenSpecs.
The example of OpenSpecs Grammar input:

A Main Page - Microsoft Internet Explorer =|O] x|
File Edit “iew Favorites Tools Help | "
OBack > R J ﬂ .J | /.- ) Search .,\’ Faworites {E“| = = ] - .2;‘ ﬁ “:‘i

Adldress |&] htp:/fextrim:e080/ere/main.htm ~|Heo |Links

Easy Requirements Environment

OpenSpecs Edition

- Main -
+ System
oIS A/ ARE [AND]
» Entity
» I3 DEFINED BY [AND]

n Attribute
» IS DEFINED BY [AND]
n Identifier [System Name]
n AttributeType
n IS A/ARE[OR]

» String
» Value [The ERE System)]
» Purpose
(c) 20006, Petro Protsyk [
&l [ [ [ | [S3iocalintranet &

It is described in terms of Entities, Relations and Attributes. More
information about System Grammar of OpenSpecs may be found in

corresponding documents. [Add some references]

20
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3.4 Processing Requirements

This section is about processing requirements in ERE. ERE is designed
to be extensible. It is composed of the structured repository and processing
procedures over requirements classes.

Processing procedures are divided into two major categories: global
and class local. Global procedures are applicable to the whole requirements
tree. Class local procedures process only certain requirements class.

Note : processing procedures are applied to requirements class
instances.

The example of global processing procedure is a procedure that
generates System specification document on basis of requirements tree. This
procedure analyzes types of requirement attributes and print only attributes
that are marked to be published. Such collection of attributes must generate
a textual requirement representation.

Class local procedures are applicable to instances of selected
requirements class. The example of class local procedure is procedure that
checks requirements for consistency within selected class. Such procedure is
implemented in ERE. It is using SAD system to analyze attributes of type

ForTheL. Look section 4.6 for more details.

21
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4. Using Easy Requirements Environment

4.1 Loginin

Before starting working with the system the user has to pass
authorization and authentication procedures. These procedures are based on
user’s roles. There are three main roles in the system: user, requirements
engineer and administrator. In the prototype there are reserved user

accounts for each type of role:

User:
Login: Guest
Password: Guest
Engineer
Login: Engineer
Password: Engineer
Administrator:
Login: Administrator

Password: Administrator

Each user’s role has it's permissions on the data repository accessing. The
Administrator is able to modify, delete and add new information, edit the
requirements classes and attributes. The engineer may add and modify the

requirements and the user may work in the system in the read-only mode.

22
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After successful login in, you will see the main working area page:

JMain Page - Microsoft Internal £ 3 =101 %
Fie Bt Vew Foortes Took D »
() hk AT Smmch tawrim & T o R §

w':"lsl'{'"u JNocahost SO0 fSere s/ man htm .f] e

Easy Requirements Environment

e Main Menu
Administrator , welcome to the ERE!
¢ General System Description [ Common documentation, decorption sad desosenen | BED
C.lu: Instances Working
Ve Eraton T Area

R Class Buttons
Specifications | Formal Spaafications ED
Class Instances

f

o Verification Geals [ Sttements to be venfind | EED

Class Instances

o Verification Results [ Besulis of Verfizanon !EED
Class Instan es

¢ Discussion [ Discuraoae ]ED
Clacs Instanzes

¢l Sl nraret

It is composed of Main menu, and requirements tree structure. There

are also class management buttons near each class name (Class Buttons).

4.2 Requirements Tree structure

The requirements tree structure is composed of generic classes
(classes of requirements) and their instances (requirements). Each
requirement class is composed of one or several attributes. Attribute is

represented by a triple (name, type). The classes support attributes
inheritance.

The requirement (class instance) is represented by values of its parent
class attributes.

The administrator of the system can edit requirements tree structure
and add new attributes.

Exercise . Creating tree structure.

1. Login in ERE with Administrator account

23
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2. Choose [Create new requirement] from the main menu
3. Choose parent

[Root class], name = [Specifications],
Description = [System specifications]

Easzy Requirements Environment

- Main
Create New Requirement Class
Clags Mame [Specifications |
Description Spen:1f1cat1c|n3|
Parent RootClass "I
Create I

4. Press [Create]

Add Atmribute To Class: Z1

Clazs Attnbazes

Attnbute Masae

Last Update

Type
Date

References Lk

Select Antnbute {Dotument =
Documant
L3at Updata
Author

Priority
Spacication
Mote

5. Add Attributes from the list to the class

6. Create another class [Software Specifications] with parent class
[Specifications].

7. Try to use [Delete class] button on the Work area near class nhame
to delete requirements classes. Note : You candét restore del et
their instances!

24
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1 2 3
Discussion [ Discussions |

Clazs Instances

1) Add class attribute
2} Delete Class
3) Create Instance

Picture: Class Menu

4.3 Creating new Attribute

Easy Eequrements Environment

- Main
Attributes:

Attribute Mame Type
Drocument File
Last Update Drate
Author String
E.eferences Linde
tatus Mumber
Priority Mumnber
=pecification ForThel, Text
Mote =tring

IMatme Question |

Select Type Murnber -]

Humber

ForThel Tesxt

Administrator of the system can create a new class attribute following
the corresponding link from the main menu. There are several types of
them: number, string, file, date, link and ForTheL.

In the prototype the link type is not fully implemented yet.

“ForThelL” type is textual type for storing information that will be
processed with SAD system.

The Date information is stored in the following format ‘yyyy.mm.dd".
Example: *2006.02.15".

25
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4.4 Creating requirements

After Requirements Tree structure was created by the system’s
administrator software requirements engineer is able to create instances of
the classes for storing and processing requirements.

Each requirement class instance contains own values of parent class
attributes.

To create new requirement class instance you can click ‘Create New

Instance’ button from Class Buttons menu () :

Easy Eequirements Envircrument

- Ilain
Add Requirement
Eequirement IMame |
Parent Specications

(c) 2006, Petro Protsyk

After new class instance was created the requirements Engineer is able

to modify its attributes i.e. set and update their values:
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A Add new requirement - Microsolt Tntesnet £ = =10] %}
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IS 1) trep Socaliet 000 At s, Secht_rega i e f fugt "o I e w2 o] G

Edit Requirement
(R1)

Amhute
Atrdute Hane Type Videe

Docwoem Fis

ey
orThaL._Text

Specdrancn F

& | Core Ny Loow rmaret

Choose the certain attribute from the combo box and click the “set”
button.

4.5 Using attributes

Easy Requirements Environment prototype version provides various
types of attributes. They may be used for storing different information.

For example, you can use String attributes for storing information
about attribute author, requirements comments, etc.

From the Edit Requirement page the Engineer as able to Delete
Selected Requirement Class instance.

There is also system attribute Owner that is storing login of the
requirements creator. Note : System attributes are highlighted with green

color.
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fan

Edit Requirement
(The security protocol description)

Pelete Requirsment

Attniagtes

Select Type |Select stirbute -I
hck to set

Picture: Requirement Attributes Values

Attributes of type File may be used for storing any files at the server
side. It may be HTML page, MS Word document, Excel Worksheet, etc.

These types of files will be loaded directly to the browser window:

3 The security protoced - Microsoft Tntemeat Explarer =101 %
Fle Bt Vew Fawormes Took  Hep >
QM L B ] :T ; - Smath Favores ) 'y Wl O3

A5 [ ] 11/ foca st B060 S viots S VIO ERE. Dok BeserWTT 1D =1 16531 15455 401 B

The seourity protocol

ription of the Neecdhan-8chroeder Public-Key

The exanple is based on the desc
Frotocol from Tobias Nipkow, Lawrence ©. Pauleon, Markus Wenzel, Isabelle. A Froof

Axzlstant for Migher~Order Logic, tutorial, I004 on pege 208,

aol
y cryptography, Each per=on has a private key,

Initial description of the pro

Thi= pretocol uses public

known only te him, and & public Key, known ta aver ¢y When Allce wants Lo send
Bob 4 2ecret neasags, =he encrypta It ueing Bob's public key, and senda it to 8
Cnly Bob has the natching private key, which 13 needed 1in crder to decrypt Alice's
neszage. The core of the Needham-3chroeder protoccl consists of three mes=ages:
B-INa AL 1)
L4 = B:(Ma Al S

28 < A:(NaMND)
3A— B:iNo

Firet, let'z underatund the notation. The protacol used 4 notion of nonce, A

cal nonce is a 20-byte random pustar. Bach ma gé that requires a raply

porates a nonce., The reply must include a <o of that nonce, to prove that Lt

1= not a replay of a past message, In the first pnes=age, Alice =mend= Sob a mesmsage

oneiwting of & nonce genscated by Alice (Na) paired with Alice's nane (A} and

long Bob'e public key (Kb). In the second smeauage, Bob aanda Allce 3

of Na paired with a n ¢ generated by Bob INb), encrypted using

y (Fal, In the last nessage, Alice returns Nb te Bob, sncrypted
public key. When Alice receive= Mewsage 2, she knows that fiob bas acted :l
| N3 al it

Picture: Previewing documents in Browser
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4.6 Using ForThelL specifications

Attributes of type “ForTheL " will be automatically processed with

SAD system. They are used for formalization of the Requirements and
specifications notations.

The example of the Specification processing by SAD system is shown

on the picture below:

Easy Requirements Environment

Specification:

Axiom First.For any agent A,B

A send {nonce{A), A}-(Pub(B)) to B.

Axiom Second.For any agent B A

if A send {nonce(A), A}-(Pub(B)) to B

then B send (-{nonce{A),nonce(B)})-(Pub(A)) to A.
Axdom Third. For any agent A,B

if B send {-{nonce(A),nonce(B)})-(Pub(A)) to A
then A send {nonce(B)}-(Pub(EB)) to B.

Axiom Adversary. For any agents A B,C

if C knows nonce{4) then
C send {nonce(A),A}-(Pub(B)) to B.

SAD system response:

Syntax Error

The result is Syntax Error because introductors of base notions are

absent in the text.

4.7 Checking properties

ForTheL language may be used for expressing Software system
behavior. After such specification is performed, it may be checked for

different properties.
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The example of the property and its processing is shown on the screen
shot:

Proposition. Let A,C he agents.
if A send {nonce{A), A}-(Pub{C)) to T then
for any agent B such that B != A
if (C does not send {nonce(C),C}-(Pub(B)) to B)
and {C send {nonce{A),A}-(Pub(EB)) to B)
then B does not know nonce{C) and B know nonce(A).

SAD system response:

Proving correct
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