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ɺʩʪʫʧ 

 

 ɿʘ ʦʩʪʘʥʥʽ ʜʝʩʷʪʴ ʨʦʢʽʚ ʩʚʽʪ ʩʪʘʚ ʩʚʽʜʢʦʤ ʙʫʨʭʣʠʚʦʛʦ ʨʦʩʪʫ ʤʝʨʝʞʽ ʥ̔ʪʝʨʥʝʪ. ʎʝʡ ʨʽʩʪ 

ʙʫʚ ʚʠʢʣʠʢʘʥʠʡ ʥʝ ʩʪʽʣʴʢʠ ʟʘ ʨʘʭʫʥʦʢ ʟʙʽʣʴʰʝʥʥʷ ʥʦʚʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʩʢʽʣʴʢʠ ʧʨʦʥʠʢʥʝʥʥʷʤ 

ʽʥʪʝʨʥʝʪʫ ʫ ʚʩʝ ʙʽʣʴʰʝ ʩʬʝʨ ʩʫʯʘʩʥʦʛʦ ʞʠʪʪʷ ʩʫʩʧʽʣʴʩʪʚʘ, ʟʤʽʥʦʶ ʧʨʽʦʨʠʪʝʪʽʚ ʚʝʜʝʥʥʷ 

ʙʽʟʥʝʩʫ, ʧʦʷʚʦʶ ʝʣʝʢʪʨʦʥʥʦʾ ʢʦʤʝʨʮʽʾ. 

 ʉʧʦʯʘʪʢʫ, ʢʦʤʧʘʥʽʾ ʫ ʚʩʴʦʤʫ ʩʚʽʪʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ ʥ̔ʪʝʨʥʝʪ ʜʣʷ ʧʦʰʠʨʝʥʥʷ 

ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʥʦʚʫ ʧʨʦʜʫʢʮʽʶ ʪʘ ʩʝʨʚʽʩʠ ʰʣʷʭʦʤ ʚʽʜʢʨʠʪʪʷ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʚʝʙ-ʩʘʡʪʽʚ. ɿ 

ʯʘʩʦʤ, ʫʚʘʛʘ ʟʤʽʩʪʠʣʘʩʴ ʚ ʙʽʢ ʝʣʝʢʪʨʦʥʥʦʾ ʢʦʤʝʨʮʽʾ ʪʘ ʝʣʝʢʪʨʦʥʥʦʛʦ ʙʽʟʥʝʩʫ. ɼʣʷ ʷʢʠʭ 

ʦʩʥʦʚʥʠʤʠ ʧʠʪʘʥʥʷʤ ʻ ʟʘʙʝʟʧʝʯʝʥʥʷ ʟʘʭʠʩʪʫ ʜʘʥʠʭ, ʟʙʝʨʝʞʝʥʥʷ ʽʥʚʝʩʪʠʮʽʡ ʪʘ ʛʣʦʙʘʣʴʥʠʡ 

ʜʦʩʪʫʧ ʜʦ ʙʽʟʥʝʩ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʽ ʥʝʦʙʭʽʜʥʠʭ ʜʘʥʠʭ. ɹʽʣʴʰ ʪʦʛʦ ʧʦʷʚʘ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ 

ʤʽʞʥʘʨʦʜʥʠʭ ʢʦʤʧʘʥʽʡ ʚʠʢʣʠʢʘʣʘ ʥʝʦʙʭʽʜʥʽʩʪʴ ʦʙôʻʜʥʘʥʥʷ ʛʝʦʛʨʘʬʽʯʥʦ ʚʽʜʜʘʣʝʥʠʭ 

ʧʽʜʨʦʟʜʽʣʽʚ ʫ ʻʜʠʥʫ ʤʝʨʝʞʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. 

 ɯʩʥʫʚʘʣʠ ʜʚʘ ʧʨʠʥʮʠʧʦʚʦ ʨʽʟʥʠʭ ʧʽʜʭʦʜʘ ʜʦ ʨʦʟʚôʷʟʘʥʥʷ ʮʽʻʾ ʧʨʦʙʣʝʤʠ ï ʧʦʙʫʜʦʚʘ 

ʚʣʘʩʥʦʾ ʪʨʘʥʩʧʦʨʪʥʦʾ ʤʝʨʝʞʽ, ʱʦ ʦʟʥʘʯʘʣʦ ʚʢʣʘʜ ʟʥʘʯʥʠʭ ʢʦʰʪʽʚ, ʘ ʽʥʦʜʽ ʽ ʥʝ ʤʦʞʣʠʚʽʩʪʴ 

ʨʝʘʣʽʟʘʮʽʾ ʪʘʢʦʛʦ ʧʨʦʝʢʪʫ. ɯʥʰʠʡ ʚʘʨʽʘʥʪ ï ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʽʩʥʫʶʯʽ ʛʣʦʙʘʣʴʥʽ ʤʝʨʝʞʽ 

ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. ʊʘʢʦʶ ʤʝʨʝʞʝʶ ʤʘʡʞʝ ʙʝʟʘʣʴʪʝʨʥʘʪʠʚʥʦ ʚʠʟʥʘʥʘ ʤʝʨʝʞʘ ɯʥʪʝʨʥʝʪ. 

 ʅʘ ʦʩʥʦʚʽ ʤʝʨʝʞʽ ʽʥʪʝʨʥʝʪ, ʷʢ ʪʨʘʥʩʧʦʨʪʥʦʾ ʤʝʨʝʞʽ ʚʠʥʠʢʣʘ ʥʦʚʘ ʢʦʥʮʝʧʮʽʷ 

ʚʽʨʪʫʘʣʴʥʠʭ ʧʨʠʚʘʪʥʠʭ ʤʝʨʝʞ (Virtual Private Network, VPN). ʆʩʥʦʚʥʘ ʽʜʝʷ ʾʾ ʪʘʢʘ: ʤʝʨʝʞʝʶ 

ʦʛʦʣʦʰʫʻʪʴʩʷ ʜʝʷʢʠʡ ʥʘʙʽʨ ʢʦʤʧ'ʶʪʝʨʽʚ, ʷʢʽ ʥʝ ʦʙʦʚ'ʷʟʢʦʚʦ ʧʦʚʠʥʥʽ ʧʝʨʝʙʫʚʘʪʠ ʚ ʦʜʥʦʤʫ 

ʤʽʩʮʽ, ʘ ʷʢ ʢʘʥʘʣʠ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʚʠʢʦʨʠʩʪʘʶʪʴʩʷ ʚʞʝ ʽʩʥʫʶʯʽ (ʟʚʽʜʩʠ ʡ ʩʣʦʚʦ çʚʽʨʪʫʘʣʴʥʽè). 

ʋ ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʮʝ - ʢʘʥʘʣʠ ɯʥʪʝʨʥʝʪʫ. ʇʨʠ ʮʴʦʤʫ ʽʥʬʦʨʤʘʮʽʷ ʧʝʨʝʜʘʻʪʴʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʦʤʫ 

ʚʠʜʽ (ʟʚʽʜʩʠ ʩʣʦʚʦ çʧʨʠʚʘʪʥʘè). ʉʭʝʤʘʪʠʯʥʦ ʮʝ ʤʦʞʝ ʙʫʪʠ ʨʝʘʣʽʟʦʚʘʥʝ ʚ ʪʘʢʠʡ ʩʧʦʩʽʙ: ʥʘ 

ʢʦʞʥʦʤʫ ʟ ʢʦʤʧ'ʶʪʝʨʽʚ ʤʘʡʙʫʪʥʴʦʾ ʤʝʨʝʞʽ ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʧʨʦʛʨʘʤʘ-ʢʣʽʻʥʪ. ʄʝʪʦʶ ʧʨʦʛʨʘʤ-

ʢʣʽʻʥʪʽʚ ʻ ʷʢ ʤʽʥʽʤʫʤ ʚʠʢʦʥʘʥʥʷ ʬʫʥʢʮʽʡ firewall ʽ ʰʠʬʨʫʚʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ. ʗʢʠʡ-ʥʝʙʫʜʴ 

ʚʠʜʽʣʝʥʠʡ ʢʦʤʧ'ʶʪʝʨ ʩʪʘʻ ʩʝʨʚʝʨʦʤ, ʟʚʽʜʢʠ ʤʦʞʣʠʚʝ ʢʝʨʫʚʘʥʥʷ ʤʝʨʝʞʝʶ ʽ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘ 

ʾʾ ʨʦʙʦʪʦʶ. ɿʘʣʝʞʥʦ ʚʽʜ ʩʢʣʘʜʥʦʩʪʽ ʧʨʦʛʨʘʤ ʢʦʨʠʩʪʫʚʘʯʘʤ ʤʝʨʝʞʽ ʩʪʘʶʪʴ ʜʦʩʪʫʧʥʽ ʨʽʟʥʽ 

ʥʘʙʦʨʠ ʜʦʜʘʪʢʦʚʠʭ ʩʝʨʚʽʩʽʚ, ʪʘʢʠʭ ʷʢ ʟʘʭʠʱʝʥʘ ʧʦʰʪʘ, ʟʘʭʠʱʝʥʘ ʧʝʨʝʜʘʯʘ ʝʣʝʢʪʨʦʥʥʠʭ 

ʧʽʜʧʠʩʽʚ ʽ ʙʘʛʘʪʦ ʯʦʛʦ ʽʥʰʦʛʦ. ɼʘʥʽ ʤʝʨʝʞʽ ʤʘʶʪʴ ʮʽʣʠʡ ʨʷʜ ʧʝʨʝʚʘʛ. ʅʝʤʘʻ ʥʝʦʙʭʽʜʥʦʩʪʽ 

ʧʦʙʫʜʦʚʠ ʷʢʠʭ-ʥʝʙʫʜʴ ʥʦʚʠʭ ʤʝʨʝʞ ʽ ʧʨʦʢʣʘʜʢʠ ʥʦʚʠʭ ʢʘʥʘʣʽʚ ʟʚ'ʷʟʢʫ, ʱʦ ʽʩʪʦʪʥʦ ʟʘʦʱʘʜʞʫʻ 

ʢʦʰʪʠ ʢʦʤʧʘʥʽʾ, ʦʩʢʽʣʴʢʠ ʽʩʥʫʶʯʽ ʢʘʥʘʣʠ ɯʥʪʝʨʥʝʪʫ ʻ ʜʦʩʠʪʴ ʜʝʰʝʚʠʤ ʟʘʩʦʙʦʤ ʧʝʨʝʜʘʯʽ 

ʜʘʥʠʭ. ʂʦʤʧ'ʶʪʝʨʠ ʥʝ ʧʦʚʠʥʥʽ ʙʫʪʠ ʟʦʩʝʨʝʜʞʝʥʽ ʚ ʦʜʥʦʤʫ ʤʽʩʮʽ ʘʙʦ ʙʫʜʠʥʢʫ. ʎʝ ʙʝʟʩʫʤʥʽʚʥʦ 

ʟʨʫʯʥʦ, ʥʘʧʨʠʢʣʘʜ, ʷʢʱʦ ʥʝʦʙʭʽʜʥʦ ʟʚ'ʷʟʦʢ ʤʽʞ ʨʽʟʥʠʤʠ ʬʽʣʽʷʤʠ ʢʦʤʧʘʥʽʾ ʘʙʦ, ʩʢʘʞʝʤʦ, ʤʽʞ 



ʚʠʨʦʙʥʠʢʘʤʠ ʧʨʦʜʫʢʮʽʾ ʡ ʜʠʣʝʨʘʤʠ. ʅʘ ʜʦʜʘʪʦʢ ʜʦ ʮʴʦʛʦ ʧʨʠ ʫʩʪʘʥʦʚʮʽ ʚʽʨʪʫʘʣʴʥʦʾ 

ʧʨʠʚʘʪʥʦʾ ʤʝʨʝʞʽ ʚʠ ʦʜʝʨʞʫʻʪʝ ʟʘʭʠʱʝʥʠʡ ʪʨʘʬʽʢ ʩʚʦʾʭ ʜʘʥʠʭ ð ʽʤʦʚʽʨʥʽʩʪʴ ʚʟʣʦʤʫ ʩʪʘʻ 

ʬʘʢʪʠʯʥʦ ʨʽʚʥʦʾ ʥʫʣʶ (ʩʝʨʝʜʥʽʡ ʯʘʩ ʟʣʦʤʫ ʟʘʩʪʦʩʦʚʫʚʘʥʠʭ ʫ ʮʝʡ ʯʘʩ ʢʣʶʯʽʚ ʰʠʬʨʫʚʘʥʥʷ 

ʦʮʽʥʶʻʪʴʩʷ ʚ ʩʦʪʥʽ ʨʦʢʽʚ). ɼʦ ʪʦʛʦ ʞ, ʷʢ ʙʫʣʦ ʩʢʘʟʘʥʦ ʚʠʱʝ, ʚʠ ʤʦʞʝʪʝ ʦʜʝʨʞʘʪʠ ʜʝʷʢʽ 

ʜʦʜʘʪʢʦʚʽ ʩʝʨʚʽʩʠ. 

ʅʝʜʠʚʥʦ, ʱʦ, ʤʘʶʯʠ ʪʘʢʽ ʧʝʨʝʚʘʛʠ, ʽʜʝʷ ʦʜʝʨʞʘʣʘ ʰʚʠʜʢʝ ʚʠʟʥʘʥʥʷ ʩʝʨʝʜ ʧʨʦʚʽʜʥʠʭ 

ʤʝʨʝʞʥʠʭ ʚʠʨʦʙʥʠʢʽʚ ʩʚʽʪʫ. ɿʘʨʘʟ ʙʘʛʘʪʦ ʬʽʨʤ, ʱʦ ʨʦʟʨʦʙʣʷʶʪʴ ʤʝʨʝʞʥʝ ʘʧʘʨʘʪʥʝ ʽ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʩʪʚʦʨʶʶʪʴ ʩʚʦʾ ʨʦʟʨʦʙʢʠ, ʷʢʽ ʨʝʘʣʽʟʫʶʪʴ ʢʦʥʮʝʧʮʽʶ ʚʽʨʪʫʘʣʴʥʠʭ 

ʧʨʠʚʘʪʥʠʭ ʤʝʨʝʞ. 



ʆʩʥʦʚʠ ʚʽʨʪʫʘʣʴʥʠʭ ʧʨʠʚʘʪʥʠʭ ʤʝʨʝʞ 

ʈʫʰʽʡʥʦʶ ʩʠʣʦʶ ʚʩʽʻʾ ʪʝʭʥʦʣʦʛʽʾ ʚʽʨʪʫʘʣʴʥʠʭ ʧʨʠʚʘʪʥʠʭ ʤʝʨʝʞ (ɺʇʄ) ï ʻ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ɯʥʪʝʨʥʝʪʫ ʪʘ ʡʦʛʦ ʛʣʦʙʘʣʴʥʽʡ ʜʦʩʪʫʧʥʦʩʪʽ. ʇʨʦʪʝ, ʦʩʢʽʣʴʢʠ ʽʥʪʝʨʥʝʪ 

ʨʦʟʧʦʜʽʣʝʥʝ ʧʫʙʣʽʯʥʝ ʩʝʨʝʜʦʚʠʱʝ, ʜʦ ʷʢʦʛʦ ʤʦʞʥʘ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʚ ʣʶʙʠʡ ʯʘʩ, ʤʘʡʞʝ ʟ 

ʙʫʜʴ-ʷʢʦʛʦ ʤʽʩʮʷ, ʰʠʨʦʢʠʤʠ ʘʧʘʨʘʪʥʠʤʠ ʟʘʩʦʙʘʤʠ, ʦʙʤʽʥ ʜʘʥʠʤʠ ʩʪʘʻ ʥʝ ʙʝʟʧʝʯʥʠʤ. ɯʩʥʫʻ 

ʚʝʣʠʢʘ ʚʽʨʦʛʽʜʥʽʩʪʴ ʪʦʛʦ, ʱʦ ʜʘʥʽ ʙʫʜʫʪʴ ʧʝʨʝʭʦʧʣʝʥʽ ʟʣʦʚʤʠʩʥʠʢʦʤ ʘʙʦ ʧʽʜʤʽʥʝʥʽ ʥʘ ʽʥʰʽ. 

ʊʦʤʫ ʛʦʣʦʚʥʘ ʤʝʪʘ ɺʇʄ ï ʟʘʙʝʟʧʝʯʠʪʠ ʙʝʟʧʝʢʫ, ʝʬʝʢʪʠʚʥʽʩʪʴ, ʥʘʜʽʡʥʽʩʪʴ ʟʘ ʜʦʩʪʫʧʥʫ ʮʽʥʫ. 

ʑʦ ʞ ʪʘʢʝ ɺʇʄ? 

ɿʛʽʜʥʦ ʩʪʘʥʜʘʨʪʥʦʛʦ ʚʠʟʥʘʯʝʥʥʷ ʜʘʥʦʛʦ Internet Engineering Task Force (IETF), ɺʇʄ ï 

ʮʝ ʝʤʫʣʷʮʽʷ ʧʨʠʚʘʪʥʦʾ ʤʝʨʝʞʽ WAN, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʚʽʜʢʨʠʪʽ ʤʦʞʣʠʚʦʩʪʽ IP ʤʝʨʝʞ, ʪʘʢʽ ʷʢ 

ɯʥʪʝʨʥʝʪ ʘʙʦ ʧʨʠʚʘʪʥʽ IP ʙʝʢʙʦʥʠ. ɺ ʦʨʠʛʽʥʘʣʽ: "An emulation of private Wide Area Network 

(WAN) using shared or public IP facilities, such as the Internet or private IP backbones." 

ʇʨʦʩʪʽʰʠʤʠ ʪʝʨʤʽʥʘʤʠ ɺʇʄ ʮʝ ʟôʻʜʥʘʥʥʷ ʧʨʠʚʘʪʥʠʭ ʽʥʪʨʘʥʝʪ ʤʝʨʝʞ ʯʝʨʝʟ ʧʫʙʣʽʯʥʫ 

ʤʝʨʝʞʫ (ʽʥʪʝʨʥʝʪ), ʷʢʝ ʛʘʨʘʥʪʫʻ ʟʘʭʠʩʪ ʪʘ ʝʬʝʢʪʠʚʥʽʩʪʴ ʟʚôʷʟʢʫ ʤʽʞ ʜʚʦʤʘ ʢʦʤʫʥ̔ʢʘʮʽʡʥʠʤʠ 

ʪʦʯʢʘʤʠ. ʇʨʠʚʘʪʥʘ ʽʥʪʨʘʥʝʪ ʤʝʨʝʞʘ ʨʦʟʰʠʨʶʻʪʴʩʷ ʟʘ ʨʘʭʫʥʦʢ ʧʨʠʚʘʪʥʠʭ ʣʦʛʽʯʥʠʭ çʪʫʥʝʣʽʚè 

(ʢʘʥʘʣʽʚ). ʎʽ ʪʫʥʝʣʽ ʜʦʟʚʦʣʷʶʪʴ ʜʚʦʤ ʪʦʯʢʘʤ ʦʙʤʽʥʶʚʘʪʠʩʴ ʜʘʥʠʤʠ ʰʣʷʭʦʤ ʘʥʘʣʦʛʽʯʥʠʤ 

ʟôʻʜʥʘʥʥʶ ʪʦʯʢʘ-ʪʦʯʢʘ (point-to-point connection). 

 

ʄʘʣʶʥʦʢ 1, ɺʇʄ ʟôʻʜʥʘʥʥʷ 

ʇʨʠʡʥʷʪʦ, ʱʦ ɺʇʄ ʟôʻʜʥʘʥʥʷ ʧʦʚʠʥʥʽ ʩʢʣʘʜʘʪʠʩʴ ʟ ʪʨʴʦʭ ʝʣʝʤʝʥʪʽʚ. ɿôʻʜʥʘʥʥʷ 

ʚʚʘʞʘʻʪʴʩʷ ɺʇʄ ʢʦʣʠ ʮʽ ʪʨʠ ʝʣʝʤʝʥʪʘ ʢʦʨʝʢʪʥʦ ʬʫʥʢʮʽʦʥʫʶʪʴ. ʎʝ: 

- ʘʫʪʝʥʪʠʬʽʢʘʮʽʷ 

- ʰʠʬʨʫʚʘʥʥʷ 

- ʪʫʥʝʣʶʚʘʥʥʷ 



ʅʘ ʤʘʣʶʥʢʫ (ʤʘʣ. 2) ʟʦʙʨʘʞʝʥʘ ʪʠʧʦʚʘ ʢʦʥʬʽʛʫʨʘʮʽʷ ɺʇʄ ʟôʻʜʥʘʥʥʷ. 

ʍʦʯʘ ʪʝʭʥʦʣʦʛʽʷ ʪʫʥʝʣʶʚʘʥʥʷ ʣʝʞʠʪʴ ʚ ʦʩʥʦʚʽ ɺʇʄ, ʩʶʜʠ ʞ ʚʢʣʶʯʘʶʪʴʩʷ ʜʦʙʨʝ 

ʨʦʟʨʦʙʣʝʥʽ ʪʝʭʥʦʣʦʛʽʾ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘʜʽʡʥʦʾ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʧʦ ʥʝʥʘʜʽʡʥʠʤ ʟôʻʜʥʘʥʥʷʤ. ʎʽ 

ʤʝʭʘʥʽʟʤʠ ʙʝʟʧʝʢʠ ʚʢʣʶʯʘʶʪʴ: ʰʠʬʨʫʚʘʥʥʷ, ʘʫʪʝʥʪʠʬʽʢʘʮʽʶ, ʘʚʪʦʨʠʟʘʮʽʶ. 

 

 

 

- ʐʠʬʨʫʚʘʥʥʷ. 

 

ʐʠʬʨʫʚʘʥʥʷ ʮʝ ʧʨʦʮʝʩ ʟʤʽʥʠ ʜʘʥʠʭ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ ʧʨʦʯʠʪʘʪʠ ʾʭ ʤʽʛ ʪʽʣʴʢʠ 

ʘʜʨʝʩʘʪ. ɼʣʷ ʪʦʛʦ ʱʦʙ ʧʨʦʯʠʪʘʪʠ ʧʦʚʽʜʦʤʣʝʥʥʷ ʦʜʝʨʞʫʚʘʯ ʧʦʚʠʥʝʥ ʤʘʪʠ 

ʚʽʜʧʦʚʽʜʥʠʡ ʢʣʶʯ ʜʣʷ ʨʦʟʰʠʬʨʫʚʘʥʥʷ.  

ɺ ʧʨʦʩʪʠʭ ʩʭʝʤʘʭ ʰʠʬʨʫʚʘʥʥʷ, ʚʽʜʧʨʘʚʥʠʢ ʪʘ ʦʜʝʨʞʫʚʘʯ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʦʜʠʥ ʽ 

ʪʦʡ ʩʘʤʠʡ ʢʣʶʯ ʜʣʷ ʰʠʬʨʫʚʘʥʥʷ ʪʘ ʨʦʟʰʠʬʨʫʚʘʥʥʷ ʜʘʥʠʭ. ɿʚʦʨʦʪʥʦ, ʚ ʩʭʝʤʽ 

ʰʠʬʨʫʚʘʥʥʷ ʟ ʚʽʜʢʨʠʪʠʤ ʢʣʶʯʝʤ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʚʘ ʢʣʶʯʘ. ʆʜʠʥ ʟ ʥʠʭ 

ʚʽʜʦʤʠʡ ʷʢ ʚʽʜʢʨʠʪʠʡ ʢʣʶʯ, ʷʢʠʡ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʙʫʜʴ-ʭʪʦ ʧʨʠ 

ʰʠʬʨʫʚʘʥʥʽ. ɼʣʷ ʢʦʞʥʦʛʦ ʚʽʜʢʨʠʪʦʛʦ ʢʣʶʯʘ ʽʩʥʫʻ ʚʽʜʧʦʚʽʜʥʠʡ ʧʨʠʚʘʪʥʠʡ ʢʣʶʯ. 

ʇʨʠʚʘʪʥʠʤ ʢʣʶʯʝʤ ʚʦʣʦʜʽʻ ʪʽʣʴʢʠ ʦʜʠʥ ʢʦʨʠʩʪʫʚʘʯ, ʷʢʠʡ ʤʦʞʝ ʨʦʟʰʠʬʨʦʚʫʚʘʪʠ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʟʘʰʠʬʨʦʚʘʥʽ ʚʽʜʧʦʚʽʜʥʠʤ ʚʽʜʢʨʠʪʠʤ ʢʣʶʯʝʤ. ɼʦ ʩʭʝʤ ʟ ʚʽʜʢʨʠʪʠʤ 

ʰʠʬʨʫʚʘʥʥʷ ʚʽʜʥʦʩʷʪʴʩʷ ï PGP,DES,AES,GOST ʪʘ ʽʥʰʽ. 

- ɸʫʪʝʥʪʠʬʽʢʘʮʽʷ. 

 

ɸʫʪʝʥʪʠʬʽʢʘʮʽʷ ʮʝ ʧʨʦʮʝʩ ʫʧʝʚʥʝʥʥʷ, ʱʦ ʜʘʥʽ ʜʦʩʪʘʚʣʝʥʽ ʪʦʤʫ ʢʦʤʫ ʚʦʥʠ ʙʫʣʠ 

ʧʨʠʟʥʘʯʝʥʽ. ɺ ʜʦʜʘʥʦʢ, ʘʫʪʝʥʪʠʬʽʢʘʮʽʷ ʚʧʝʚʥʶʻ ʦʜʝʨʞʫʚʘʯʘ ʚ çʯʠʩʪʦʪʽè 

ʄʘʣʶʥʦʢ 2: ʊʠʧʦʚʘ ʢʦʥʬʽʛʫʨʘʮʽʷ ɺʇʄ 



ʧʦʚʽʜʦʤʣʝʥʥʷ ʪʘ ʚʽʜʧʨʘʚʥʠʢʘ. ʅʘʡʧʨʦʩʪʽʰʘ ʬʦʨʤʘ ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ ʚʠʤʘʛʘʻ ʽʤʝʥʽ 

ʢʦʨʠʩʪʫʚʘʯʘ ʪʘ ʧʘʨʦʣʷ, ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʜʦʩʪʫʧʫ ʜʦ ʜʝʷʢʦʛʦ ʨʝʩʫʨʩʫ. ɺ ʙʽʣʴʰ 

ʩʢʣʘʜʥʠʭ ʚʠʧʘʜʢʘʭ ʘʫʪʝʥʪʠʬʽʢʘʮʽʷ ʤʦʞʝ ʙʘʟʫʚʘʪʠʩʴ ʥʘ ʢʨʠʧʪʦʛʨʘʬʽʯʥʠʭ 

ʘʣʛʦʨʠʪʤʘʭ ʽʟ ʟʘʢʨʠʪʠʤ ʪʘ ʚʽʜʢʨʠʪʠʤ ʢʣʶʯʝʤ. 

- ɸʚʪʦʨʠʟʘʮʽʷ. 

 

ɸʚʪʦʨʠʟʘʮʽʷ ï ʮʝ ʧʨʦʮʝʩ ʦʪʨʠʤʘʥʥʷ ʘʙʦ ʟʘʙʦʨʦʥʠ ʜʦʩʪʫʧʫ ʜʦ ʨʝʩʫʨʩʽʚ ʨʦʟʤʽʱʝʥʠʭ 

ʚ ʤʝʨʝʞʽ ʧʽʩʣʷ ʪʦʛʦ ʷʢ ʢʦʨʠʩʪʫʚʘʯ ʙʫʚ ʫʩʧʽʰʥʦ ʽʜʝʥʪʠʬʽʢʦʚʘʥʠʡ ʪʘ 

ʘʫʪʝʥʪʠʬʽʢʦʚʘʥʠʡ. 

ʑʦʙ ʟʨʦʟʫʤʽʪʠ ʚʘʞʣʠʚʽʩʪʴ ɺʇʄ ʤʝʨʝʞ ʨʦʟʛʣʷʥʝʤʦ ʾʭ ʪʠʧʦʚʽ ʚʠʢʦʨʠʩʪʘʥʥʷ:  

ɺʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʯʝʨʝʟ ʽʥʪʝʨʥʝʪ. 

 

ɺʇʄ ʟʘʙʝʟʧʝʯʫʻ ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʜʦ ʨʝʩʫʨʩʽʚ ʦʨʛʘʥʽʟʘʮʽʾ ʯʝʨʝʟ ʧʫʙʣʽʯʥʠʡ ʽʥʪʝʨʥʝʪ, 

ʛʘʨʘʥʪʫʶʯʠ ʟʘʭʠʱʝʥʽʩʪʴ ʜʘʥʠʭ. ʅʘ ʤʘʣʶʥʢʫ ʟʦʙʨʘʞʝʥʘ ʩʭʝʤʘ ʦʨʛʘʥʽʟʘʮʽʾ ʪʘʢʦʾ ʚʟʘʻʤʦʜʽʾ: 

 

 

 ɺ ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʟʘʤʽʩʪʴ ʪʦʛʦ ʱʦʙ ʨʦʙʠʪʠ ʜʦʨʦʛʝ ʧʨʷʤʝ ʤʦʜʝʤʥʝ ʟôʻʜʥʘʥʥʷ ʥʘ ʚʝʣʠʢʽ 

ʚʽʜʩʪʘʥʽ, ʢʣʽʻʥʪ ʧʽʜôʻʜʥʫʻʪʴʩʷ ʜʦ ʣʦʢʘʣʴʥʦʛʦ ʧʨʦʚʘʡʜʝʨʘ ʽʥʪʝʨʥʝʪ ʽ ʩʪʚʦʨʶʻ ɺʇʄ ʟôʻʜʥʘʥʥʷ ʟ 

ʚʽʜʜʘʣʝʥʠʤ ʩʝʨʚʝʨʦʤ ʦʨʛʘʥʽʟʘʮʽʾ. 

 

ɿôʻʜʥʘʥʥʷ ʤʝʨʝʞ ʯʝʨʝʟ ʽʥʪʝʨʥʝʪ 

 

 ɯʩʥʫʻ ʜʚʘ ʩʧʦʩʦʙʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ɺʇʄ ʜʣʷ ʟôʻʜʥʘʥʥʷ ʣʦʢʘʣʴʥʠʭ ʚʽʜʜʘʣʝʥʠʭ ʤʝʨʝʞ: 

¶ ɺʠʢʦʨʠʩʪʘʥʥʷ ʚʠʜʽʣʝʥʠʭ ʣʽʥʽʡ ʜʣʷ ʟôʻʜʥʘʥʥʷ ʚʽʜʜʘʣʝʥʦʛʦ ʦʬʽʩʫ ʟ ʽʥʪʝʨʥʝʪʦʤ. 



¶ ɺʠʢʦʨʠʩʪʘʥʥʷ ʜʽʘʣ-ʘʧ ʣʽʥʽʾ ʜʣʷ ʟôʻʜʥʘʥʥʷ ʚʽʜʜʘʣʝʥʦʛʦ ʦʬʽʩʫ ʟ ʽʥʪʝʨʥʝʪʦʤ 

 
 

 ɺ ʦʙʦʭ ʚʠʧʘʜʢʘʭ, ʩʧʦʩʦʙʠ ʟôʻʜʥʘʥʥʷ ʚʽʜʜʘʣʝʥʦʛʦ ʦʬʽʩʫ ʟ ʽʥʪʝʨʥʝʪʦʤ ʣʦʢʘʣʴʥʽ. 

ʂʦʨʧʦʨʘʪʠʚʥʠʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ, ʧʨʘʮʶʶʯʠʡ ʷʢ ɺʇʄ ʩʝʨʚʝʨ, ʧʦʚʠʥʝʥ ʙʫʪʠ ʧʽʜʢʣʶʯʝʥʠʤ ʜʦ 

ʣʦʢʘʣʴʥʦʛʦ ʽʥʪʝʨʥʝʪ ʧʨʦʚʘʡʜʝʨʘ ʚʠʜʽʣʝʥʦʶ ʣʽʥʽʻʶ. ɺʇʄ ʩʝʨʚʝʨ ʧʦʚʠʥʝʥ ʧʨʘʮʶʚʘʪʠ 24 

ʛʦʜʠʥʠ ʥʘ ʜʦʙʫ. 

 

ɿôʻʜʥʘʥʥʷ ʢʦʤʧôʶʪʝʨʽʚ ʯʝʨʝʟ ʽʥʪʨʘʥʝʪ 

 

 ɯʥʦʜʽ ʙʫʚʘʻ, ʱʦ ʚ ʜʝʷʢʠʭ ʦʨʛʘʥʽʟʘʮʽʡʥʠʭ ʦʜʠʥʠʮʷʭ, ʜʘʥʽ ʥʘʩʪʽʣʴʢʠ ʚʘʞʣʠʚʽ, ʱʦ ʤʝʨʝʞʫ 

ʮʽʻʾ ʦʜʠʥʠʮʽ ʬʽʟʠʯʥʦ ʨʦʟʜʽʣʷʶʪʴ ʚʽʜ ʟʘʛʘʣʴʥʦ ʾ ʤʝʨʝʞ ̔ ʦʨʛʘʥʽʟʘʮʽʾ. ɿʚʠʯʘʡʥʦ ʮʝ ʩʫʪʪʻʚʦ 

ʟʥʠʞʫʻ ʨʠʟʠʢ ʚʪʨʘʪʠ ʽʥʬʦʨʤʘʮʽʾ, ʧʨʦʪʝ ʫʩʢʣʘʜʥʶʻ ʜʦʩʪʫʧ ʜʦ ʥʝʾ ʚʽʜʜʘʣʝʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

 

 
 

 ɺʇʄ ʜʦʟʚʦʣʷʶʪʴ ʧʽʜôʻʜʥʫʚʘʪʠ ʚʽʜʜʽʣʝʥʫ ʤʝʨʝʞʫ ʜʦ ʦʨʛʘʥʽʟʘʮʽʡʥʦʾ. ɺʇʄ ʩʝʨʚʝʨ ʙʫʜʝ 

ʛʘʨʘʥʪʫʚʘʪʠ, ʱʦ ʜʦʩʪʫʧ ʜʦ ʚʘʞʣʠʚʠʭ ʜʘʥʠʭ ʙʫʜʫʪʴ ʤʘʪʠ ʪʽʣʴʢʠ ʢʦʨʠʩʪʫʚʘʯʽ ʟ ʚʽʜʧʦʚʽʜʥʠʤ 

ʨʽʚʥʝʤ ʜʦʩʪʫʧʫ. ɺ ʪʘʢʠʡ ʩʧʦʩʽʙ ʟʘʙʝʟʧʝʯʫʻʪʴʩʷ ʙʝʟʧʝʢʘ ʜʘʥʠʭ, ʪʘ ʨʦʟʚôʷʟʫʶʪʴʩʷ ʧʨʦʙʣʝʤʠ ʟ 

ʜʦʩʪʫʧʦʤ. 

ʊʘʢʠʤ ʯʠʥʦʤ ʚ ʮʴʦʤʫ ʨʦʟʜʽʣʽ ʤʠ ʨʦʟʛʣʷʥʫʣʠ ʙʘʟʦʚʽ ʧʦʣʦʞʝʥʥʷ ʥʘ ʷʢʠʭ ˇʨʫʥʪʫʶʪʴʩʷ 

ʚʽʨʪʫʘʣʴʥʽ ʧʨʠʚʘʪʥʽ ʤʝʨʝʞʽ. ɺ ʥʘʩʪʫʧʥʦʤʫ ʨʦʟʜʽʣʽ ʙʫʜʝ ʨʦʟʛʣʷʥʫʪʘ ʽʩʪʦʨʽʷ ʧʦʷʚʠ ɺʇʄ. 

 



ɽʚʦʣʶʮʽʷ ʚʽʨʪʫʘʣʴʥʠʭ ʧʨʠʚʘʪʥʠʭ ʤʝʨʝʞ 

 

ɹʫʣʦ ʙ ʥʝʧʨʘʚʠʣʴʥʦ ʥʘʟʠʚʘʪʠ ɺʇʄ ʥʦʚʦʶ ʪʝʭʥʦʣʦʛʽʻʶ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʜʫʤʦʢ ʷʢʽ 

ʤʦʞʥʘ ʟʥʘʡʪʠ ʚ ʧʦʧʫʣʷʨʥʠʭ ʞʫʨʥʘʣʘʭ, ʢʦʥʮʝʧʮʽʷ ɺʇʄ ʚʠʥʠʢʣʘ ʙʣʠʟʴʢʦ 15 ʨʦʢʽʚ ʥʘʟʘʜ ʪʘ 

ʧʝʨʝʞʠʣʘ ʜʝʢʽʣʴʢʘ ʝʪʘʧʽʚ, ʧʦʢʠ ʥʝ ʧʦʩʪʘʣʘ ʚ ʩʫʯʘʩʥʦʤʫ ʚʠʛʣʷʜʽ. 

ʅʘʡʧʝʨʰʘ ʟ ʚʽʜʦʤʠʭ ɺʇʄ ʙʫʣʘ ʟʘʧʨʦʧʦʥʦʚʘʥʘ AT&T ʚ ʢʽʥʮʽ ʚʦʩʴʤʠʜʝʩʷʪʠʭ ʨʦʢʽʚ 

ʤʠʥʫʣʦʛʦ ʩʪʦʣʽʪʪʷ ʪʘ ʙʫʣʘ ʚʽʜʦʤʘ ʧʽʜ ʥʘʟʚʦʶ Software Defined Networks (SDNs). SDN ʙʫʣʠ 

WAN ʤʝʨʝʞʘʤʠ ʥʘ ʚʝʣʠʢʠʭ ʚʽʜʩʪʘʥʷʭ (long-distance WANs), ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ ʷʢ 

ʢʦʤʫʪʦʚʘʥʽ ʪʘʢ ʽ ʚʠʜʽʣʝʥʽ ʢʘʥʘʣʠ,  ʪʘ ʙʘʟʫʚʘʣʠʩʴ ʥʘ ʙʘʟʘʭ ʜʘʥʠʭ ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠʩʴ ʜʣʷ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʢʦʞʥʦʾ ʩʧʨʦʙʠ ʜʦʩʪʫʧʫ, ʷʢ ʣʦʢʘʣʴʥʦʛʦ ʪʘʢ ʽ ʚʽʜʜʘʣʝʥʦʛʦ. ɿʘʩʥʦʚʫʶʯʠʩʴ ʥʘ ʮʽʡ 

ʽʥʬʦʨʤʘʮʽʾ, ʧʘʢʝʪ ʜʘʥʠʭ ʥʘʧʨʘʚʣʷʚʩʷ ʜʦ ʧʫʥʢʪʫ ʧʨʠʟʥʘʯʝʥʥʷ ʯʝʨʝʟ ʚʽʜʢʨʠʪʫ ʨʦʟʧʦʜʽʣʝʥʫ 

ʢʦʤʫʪʦʚʘʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ.  

ɼʨʫʛʝ ʧʦʢʦʣʽʥʥʷʤ ɺʇʄ ʟôʷʚʠʣʠʩʴ ʨʘʟʦʤ ʽʟ ʩʪʘʥʜʘʨʪʦʤ X.25 ʪʘ ʪʝʭʥʦʣʦʛʽʻʶ Services 

Digital Network (ISDN) ʥʘ ʧʦʯʘʪʢʫ 90-ʭ ʨʦʢʽʚ. ʎʽ ʜʚʽ ʪʝʭʥʦʣʦʛʽʾ ʜʦʟʚʦʣʷʣʠ ʧʝʨʝʜʘʚʘʪʠ ʧʦʪʽʢ 

ʧʘʢʝʪʽʚ ʜʘʥʠʭ ʯʝʨʝʟ ʨʦʟʜʽʣʝʥʽ ʚʽʜʢʨʠʪʽ ʤʝʨʝʞʽ. ʊʘʢʠʤ ʯʠʥʦʤ, ʽʜʝʷ ʜʝʰʝʚʦʾ ʧʝʨʝʜʘʯʽ ʯʝʨʝʟ 

ʚʽʜʢʨʠʪʽ ʤʝʨʝʞʽ ʥʘʙʠʨʘʣʘ ʧʦʧʫʣʷʨʥʽʩʪʴ ʚ ʨʘʤʢʘʭ ʤʽʞʤʝʨʝʞʝʚʦʾ ʚʟʘʻʤʦʜʽʾ ʜʫʞʝ ʰʚʠʜʢʦ. ʅʘ 

ʜʝʷʢʠʡ ʯʘʩ ʟʜʘʚʘʣʦʩʴ, ʱʦ ʧʨʦʪʦʢʦʣ ʍ.25 ʥʘʜ ISDN ʩʪʘʥʝ ʧʨʦʪʦʢʦʣʦʤ ʜʣʷ ɺʇʄ. ʆʜʥʘʢ, 

ʰʚʠʜʢʽʩʪʴ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʥʝ ʟʤʦʛʣʘ ʧʽʜʥʷʪʠʩʴ ʜʦ ʦʯʽʢʫʚʘʥʦʛʦ ʨʽʚʥʷ ʧʨʦʜʫʢʪʠʚʥʽʩʪʽ ʽ ʜʨʫʛʝ 

ʧʦʢʦʣʽʥʥʷ ɺʇʄ ʥʝ ʟʤʦʛʣʦ ʧʨʦʽʩʥʫʚʘʪʠ ʜʦʩʪʘʪʥʴʦ ʜʦʚʛʦ. 

ʇʽʩʣʷ ʜʨʫʛʦʛʦ ʧʦʢʦʣʽʥʥʷ, ʨʠʥʦʢ ɺʇʄ ʤʝʨʝʞ ʟʤʝʥʰʠʚʩʷ ʜʦ ʧʦʷʚʠ ʪʝʭʥʦʣʦʛʽʡ Frame 

Relay (FR) ʪʘ Asynchronous Transfer Mode (ATM). ʊʨʝʪʻ ʧʦʢʦʣʽʥʥʷ ɺʇʄ ʙʘʟʫʚʘʣʦʩʴ ʥʘ ʮʠʭ 

ʪʝʭʥʦʣʦʛʽʷʭ. ɺʦʥʠ (ʪʝʭʥʦʣʦʛʽʾ) ʥʘ ʚʽʜʤʽʥʫ ʚʽʜ ʧʦʧʝʨʝʜʥʽʭ ʙʘʟʫʚʘʣʠʩʴ ʥʘ ʧʦʥʷʪʪʽ ʚʽʨʪʫʘʣʴʥʦʛʦ 

ʢʘʥʘʣʫ. ʊʝʭʥʦʣʦʛʽʷ ʚʽʨʪʫʘʣʴʥʠʭ ʢʘʥʘʣʽʚ ʜʦʟʚʦʣʠʣʘ ʟʥʘʯʥʦ ʧʽʜʚʠʱʠʪʠ ʰʚʠʜʢʽʩʪʴ ʧʝʨʝʜʘʯʽ 

ʜʘʥʠʭ ʥʽʞ ʪʘ ʱʦ ʙʫʣʘ ʨʘʥʽʰʝ. ʇʨʦʪʝ ʪʝʭʥʦʣʦʛʽʷ ʚʽʨʪʫʘʣʴʥʠʭ ʢʘʥʘʣʽʚ ʤʘʻ ʽ ʙʘʛʘʪʦ ʥʝʜʦʣʽʢʽʚ, 

ʩʝʨʝʜ ʷʢʠʭ ʩʢʣʘʜʥʽʩʪʴ ʽʥʪʝʛʨʘʮʽʾ ʟ IP ʤʝʨʝʞʘʤʠ ʪʘ ʽʥʰʽ ʧʨʦʙʣʝʤʠ. 

ɺ ʯʘʩʠ ʢʦʣʠ ʝʣʝʢʪʨʦʥʥʠʡ ʙʽʟʥʝʩ ʩʪʘʚ ʧʦʚʥʦʮʽʥʥʠʤ ʩʧʦʩʦʙʦʤ ʚʝʜʝʥʥʷ ʙʽʟʥʝʩʫ ʚ 

ʩʝʨʝʜʠʥʽ ʜʝʚôʷʥʦʩʪʠʭ ʨʦʢʽʚ, ʟôʷʚʠʣʠʩʴ ʥʦʚʽ ʚʠʤʦʛʠ ʜʦ ɺʇʄ. ʂʦʨʠʩʪʫʚʘʯʽ ʪʘ ʦʨʛʘʥʽʟʘʮʽʾ ʭʦʪʽʣʠ 

ʦʪʨʠʤʘʪʠ ʨʽʰʝʥʥʷ, ʷʢʝ ʙʫʣʦ ʙ ʧʨʦʩʪʠʤ ʚ ʨʝʘʣʽʟʘʮʽʾ, ʤʘʩʰʪʘʙʦʚʘʥʠʤ, ʛʣʦʙʘʣʴʥʦ ʜʦʩʪʫʧʥʠʤ ʪʘ 

ʛʘʨʘʥʪʫʚʘʣʦ ʚʠʩʦʢʠʡ ʨʽʚʝʥʴ ʟʘʭʠʩʪʫ. ʇʦʪʦʯʥʝ ʧʦʢʦʣʽʥʥʷ ɺʇʄ ï IP VPN ʧʽʜʪʨʠʤʫʻ ʚʩʽ ʮʽ 

ʚʠʤʦʛʠ ʟʘʚʜʷʢʠ ʚʠʢʦʨʠʩʪʘʥʥʶ ʪʝʭʥʦʣʦʛʽʾ ʪʫʥʝʣʶʚʘʥʥʷ.  



ʊʫʥʝʣʶʚʘʥʥʷ ʮʝ ʪʝʭʥʦʣʦʛʽʷ ʽʥʢʘʧʩʫʣʶʚʘʥʥʷ ʧʘʢʝʪʫ ʜʘʥʠʭ ʚ ʪʫʥʝʣʴʥʠʡ ʧʨʦʪʦʢʦʣ, 

ʪʘʢʠʡ ʷʢ IP Security (IPSec), Point-to-Point Tunneling Protocol (PPTP) ʘʙʦ Layer 2 Tunneling 

Protocol (L2TP) ʪʘ ʽʥʰ, ʽ ʪʦʜʽ ʦʩʪʘʪʦʯʥʦ ʧʘʢʫʚʘʪʠ ʪʫʥʝʣʴʥʠʡ ʧʘʢʝʪ ʚ IP ʧʘʢʝʪ. ʆʪʨʠʤʘʥʠʡ 

ʪʘʢʠʤ ʯʠʥʦʤ ʧʘʢʝʪ ʧʦʪʽʤ ʥʘʧʨʘʚʣʷʻʪʴʩʷ ʜʦ ʧʨʠʟʥʘʯʝʥʦʾ ʤʝʨʝʞʽ ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʧʨʽʢʨʽʧʣʝʥʫ 

IP ʽʥʬʦʨʤʘʮʽʶ. ʆʩʢʽʣʴʢʠ ʧʦʯʘʪʢʦʚʠʡ ʧʘʢʝʪ ʤʦʞʝ ʙʫʪʠ ʙʫʜʴ-ʷʢʦʛʦ ʪʠʧʫ, ʪʫʥʝʣʶʚʘʥʥʷ ʤʦʞʝ 

ʧʽʜʪʨʠʤʫʚʘʪʠ ʤʫʣʴʪʠ-ʧʨʦʪʦʢʦʣʴʥʠʡ ʪʨʘʬʽʢ, ʚʢʣʶʯʘʶʯʠ IP, ISDN, FR ʪʘ ATM. 

ɺ ʥʘʩʪʫʧʥʦʤʫ ʨʦʟʜʽʣʽ ʤʠ ʜʝʪʘʣʴʥʽʰʝ ʨʦʟʛʣʷʥʝʤʦ ʧʨʦʪʦʢʦʣʠ ʪʫʥʝʣʶʚʘʥʥʷ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʟʘʨʘʟ ʜʣ̫ ʧʦʙʫʜʦʚʠ ɺʇʄ ʤʝʨʝʞ. 



ʇʨʦʪʦʢʦʣʠ ʚʽʨʪʫʘʣʴʥʠʡ ʧʨʠʚʘʪʥʠʭ ʤʝʨʝʞ 

 

ʇʦʙʫʜʫʚʘʪʠ ʚʽʨʪʫʘʣʴʥʫ ʧʨʠʚʘʪʥʫ ʤʝʨʝʞʫ ʤʦʞʥʘ ʚʝʣʠʯʝʟʥʦʶ ʢʽʣʢʦʩʪʪʶ ʩʧʦʩʦʙʽʚ, ʦʜʥʝ 

ʧʝʨʝʨʘʭʫʚʘʥʥʷ ʷʢʠʭ ʟʘʡʥʷʣʦ ʙ ʜʦʩʠʪʴ ʙʘʛʘʪʦ ʤʽʩʮʷ. ʊʘʢ, ʢʦʨʠʩʪʫʚʘʯʽ UNIX ʜʘʚʥʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʜʣʷ ʮʠʭ ʮʽʣʝʡ ʢʦʤʙʽʥʘʮʽʶ ssh ʡ ppp. ʆʜʥʘʢ ʧʦ-ʩʧʨʘʚʞʥʴʦʤʫ ʽʥʪʝʨʝʩ 

ʧʨʝʜʩʪʘʚʣʷʶʪʴ, ʟʚʠʯʘʡʥʦ, ʩʪʘʥʜʘʨʪʥʽ ʨʽʰʝʥʥʷ. ʋ ʮʝʡ ʯʘʩ ʰʠʨʦʢʦ ʚʽʜʦʤʽ ʥʘʩʪʫʧʥʽ ʟ ʥʠʭ: 

¶ PPTP (Point-to-Point Tunneling Protocol), ʨʦʟʨʦʙʣʝʥʠʡ ʩʧʽʣʴʥʦ Microsoft, 3Com ʡ Asced 

Communications. ʎʝʡ ʧʨʦʪʦʢʦʣ ʩʪʘʚ ʜʦʩʠʪʴ ʧʦʧʫʣʷʨʥʠʡ ʟʘʚʜʷʢʠ ʡʦʛʦ ʚʢʣʶʯʝʥʥʶ ʚ 

ʦʧʝʨʘʮʽʡʥʽ ʩʠʩʪʝʤʠ ʬʽʨʤʠ Microsoft.  

¶ L2F (Layer-2 Forwarding) - ʨʦʟʨʦʙʢʘ ʬʽʨʤʠ Cisco.  

¶ L2TP (Layer-2 Tunneling Protocol) - ʨʦʟʨʦʙʣʶʚʘʥʠʡ ʽ ʦʬʽʮʽʡʥʠʡ ʩʪʘʥʜʘʨʪ, ʱʦ ʧʨʦʩʫʚʘʻ, 

ɯʥʪʝʨʥʝʪ.  

¶ SKIP (Simple Key-management for Internet Protocols) - ʨʦʟʨʦʙʢʘ ʬʽʨʤʠ Sun.  

¶ IPsec (Inernet Protocol Security) - ʦʬʽʮʽʡʥʠʡ ʩʪʘʥʜʘʨʪ ɯʥʪʝʨʥʝʪ.  

ʇʝʨʰʽ ʪʨʠ ʟ ʧʝʨʝʨʘʭʦʚʘʥʠʭ ʧʨʦʪʦʢʦʣʽʚ ʦʨʽʻʥʪʦʚʘʥʽ ʚ ʧʝʨʰʫ ʯʝʨʛʫ ʥʘ ʤʦʙʽʣʴʥʠʭ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʥʝ ʙʫʜʫʪʴ ʨʦʟʛʣʷʜʘʪʠʩʷ. 

ʉʪʘʥʜʘʨʪʦʤ ʜʣʷ ɯʥʪʝʨʥʝʪʫ ʻ ʥʘʙʽʨ ʧʨʦʪʦʢʦʣʽʚ IPsec. ɺʽʜʧʦʚʽʜʥʦ ʜʦ ʩʪʘʥʜʘʨʪʫ ʚʩʽ ʧʨʠʩʪʨʦʾ, 

ʱʦ ʧʨʘʮʶʶʪʴ ʽʟ ʥʦʚʠʤ IP-ʧʨʦʪʦʢʦʣʦʤ IPv6, ʟʦʙʦʚ'ʷʟʘʥʽ ʧʽʜʪʨʠʤʫʚʘʪʠ IPsec. 

ʋ ʨʝʞʠʤʽ ʧʦʙʫʜʦʚʠ ɺʇʄ (ʨʝʞʠʤʽ ʪʫʥʝʣʶʚʘʥʥʷ) IPsec ʟʘʙʝʟʧʝʯʫʻ ʙʝʟʧʝʢʫ ʟʚ'ʷʟʢʫ ʚ 

ɯʥʪʝʨʥʝʪʽ çʫʧʘʢʫʚʘʥʥʷʤè IP-ʧʘʢʝʪʘ ʚ ʥʦʚʠʡ IP-ʧʘʢʝʪ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʜʦ ʥʴʦʛʦ ʨʽʟʥʠʭ 

ʧʝʨʝʪʚʦʨʝʥʴ - ʰʠʬʨʘʮʠʠ ʪʘ ʝʣʝʢʪʨʦʥʥʠʭ ʧʽʜʧʠʩʽʚ. 

 ʉʧʨʘʚʘ ʚ ʪʦʤʫ, ʱʦ 

ʧʝʨʝʜʘʯʘ ʜʘʥʠʭ ʚ ɯʥʪʝʨʥʝʪʽ 

ʩʭʦʞʘ ʥʘ ʧʝʨʝʜʘʯʫ 

ʽʥʬʦʨʤʘʮʽʾ ʥʘ ʧʦʰʪʦʚʠʭ 

ʚʽʜʢʨʠʪʢʘʭ ʙʝʟ ʢʦʥʚʝʨʪʘ - ʢʦʞʝʥ ʟʘʮʽʢʘʚʣʝʥʠʡ ʧʦʰʪʦʚʠʡ ʧʨʘʮʽʚʥʠʢ ʤʦʞʝ ʧʨʦʯʠʪʘʪʠ ʡ ʥʘʚʽʪʴ 

ʜʦʜʘʪʠ ʱʦ-ʥʝʙʫʜʴ ʥʘ ʮʶ ʣʠʩʪʽʚʢʫ. ʃʶʙʘ ʣʶʜʠʥʘ ʤʦʞʝ ʧʦʩʣʘʪʠ ʣʠʩʪʽʚʢʫ ʚʽʜ ʽʤʝʥʽ ʽʥʰʦʾ 

 



ʣʶʜʠʥʠ. ʋʧʘʢʫʚʘʥʥʷ IP-ʧʘʢʝʪʘ ʚ ʽʥʰʠʡ IP-ʧʘʢʝʪ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʟʘʩʦʙʽʚ ʢʨʠʧʪʦʛʨʘʬʽʾ ʩʭʦʞʽ 

ʥʘ ʚʧʘʢʫʚʘʥʥʷ ʣʠʩʪʽʚʢʠ ʚ ʢʦʥʚʝʨʪ, ʡʦʛʦ ʟʘʧʝʯʘʪʫʚʘʥʥʷ ʡ ʧʽʜʧʠʩʫʚʘʥʥʷ. ʊʘʢʠʤ ʯʠʥʦʤ, ʚʠ 

ʤʦʞʝʪʝ ʛʘʨʘʥʪʫʚʘʪʠ, ʱʦ ʥʽʭʪʦ ʥʝ ʯʠʪʘʚ ʽʥʬʦʨʤʘʮʽʶ ʚ ʢʦʥʚʝʨʪʽ, ʥʽʭʪʦ ʥʝ ʟʤʽʥʠʚ ʽʥʬʦʨʤʘʮʽʶ ʚ 

ʥʴʦʤʫ, ʘ ʧʽʜʧʠʩ ʥʘ ʢʦʥʚʝʨʪʽ ʛʘʨʘʥʪʫʻ ʦʩʦʙʠʩʪʽʩʪʴ ʚʽʜʧʨʘʚʥʠʢʘ. 

ɿʘʣʝʞʥʦ ʚʽʜ ʚʠʤʦʛ ʜʦ ɺʇʄ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʚʘ ʚʠʜʠ ʟʘʛʦʣʦʚʢʽʚ, ʽ, ʚʽʜʧʦʚʽʜʥʦ, 

ʥʘʜʘʻʪʴʩʷ ʜʚʘ ʨʝʞʠʤʠ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʧʨʦʪʦʢʦʣʫ. ɺ ʦʜʥʦʤʫ ʚʠʧʘʜʢʫ ESP (Encapsulating 

Security Payload) ʥʘʜʘʻʪʴʩʷ ʤʦʞʣʠʚʽʩʪʴ ʧʝʨʝʜʘʚʘʪʠ ʟʘʰʠʬʨʦʚʘʥʽ ʜʘʥʽ, ʵʣʝʢʪʨʦʥʥʦ 

ʧʽʜʧʠʩʫʚʘʪʠ ʧʝʨʝʜʘʥʽ ʜʘʥʽ ʪʘ ʚʢʣʶʯʘʪʠ ʚ ʟʘʛʦʣʦʚʦʢ ʩʧʝʮʽʘʣʴʥʠʡ ʣʽʯʠʣʴʥʠʢ - ʯʠʩʣʦ, ʱʦ 

ʟʙʽʣʴʰʫʻʪʴʩʷ ʥʘ 1 ʫ ʢʦʞʥʦʤʫ ʥʦʚʦʤʫ ʧʘʢʝʪʽ, ʟʘʧʦʙʽʛʘʶʯʠ ʧʦʚʪʦʨʥʦʤʫ ʚʠʢʦʨʠʩʪʘʥʥʶ ʜʘʥʠʭ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʟʘʙʝʟʧʝʯʫʻʪʴʩʷ ʪʘʻʤʥʽʩʪʴ, ʥʝʟʤʽʥʥʽʩʪʴ ʧʝʨʝʜʘʚʘʥʠʭ ʜʘʥʠʭ, ʥʝʤʦʞʣʠʚʽʩʪʴ 

ʾʭʥʴʦʛʦ ʧʦʚʪʦʨʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʡ ʧʽʜʪʚʝʨʜʞʫʻʪʴʩʷ ʦʩʦʙʠʩʪʽʩʪʴ ʾʭʥʴʦʛʦ ʚʽʜʧʨʘʚʥʠʢʘ. 

ʇʨʠʯʦʤʫ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʘʪʠ ʚʩʽ ʮʽ ʤʦʞʣʠʚʦʩʪʽ ʷʢ ʦʜʥʦʯʘʩʥʦ, ʪʘʢ  ̔ ʦʢʨʝʤʦ. ʋ ʜʨʫʛʦʤʫ 

ʚʠʧʘʜʢʫ AH (Authentication Header) ʜʦʟʚʦʣʷʻ ʚʢʣʶʯʘʪʠ ʝʣʝʢʪʨʦʥʥʠʡ ʧʽʜʧʠʩ ʫʩʴʦʛʦ ʧʘʢʝʪʘ  ̔

ʣʽʯʠʣʴʥʠʢ. ʊʘʢʠʤ ʯʠʥʦʤ, ʛʘʨʘʥʪʫʻʪʴʩʷ ʚʩʝ ʪʝ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ESP, ʢʨʽʤ ʪʘʻʤʥʦʩʪʽ. ɸʣʝ AH 

ʟʘʙʝʟʧʝʯʫʻ ʝʣʝʢʪʨʦʥʥʠʡ ʧʽʜʧʠʩ ʫʩʴʦʛʦ ʧʘʢʝʪʘ, ʫ ʪʦʤʫ ʯʠʩʣʽ  ̔ʟʦʚʥʽʰʥʴʦʤʫ IP-ʟʘʛʦʣʦʚʢʫ, ʫ ʪʦʡ 

ʯʘʩ ʷʢ ESP ʟʘʭʠʱʘʻ ʪʽʣʴʢʠ ʚʧʘʢʦʚʘʥʠʡ ʧʘʢʝʪ. ʇʨʠ ʥʝʦʙʭʽʜʥʦʩʪʽ ʮʽ ʜʚʘ ʟʘʛʦʣʦʚʢʠ ʤʦʞʫʪʴ 

ʚʠʢʦʨʠʩʪʘʪʠʩʷ ʩʧʽʣʴʥʦ, ʱʦ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʫ ʚʠʧʘʜʢʫ, ʢʦʣʠ ʥʝʦʙʭʽʜʥʦ  ̔ʟʘʙʝʟʧʝʯʠʪʠ ʪʘʻʤʥʽʩʪʴ 

ʜʘʥʠʭ, ʽ ʛʘʨʘʥʪʫʚʘʪʠ ʮʽʣʽʩʥʽʩʪʴ ʫʩʴʦʛʦ ʧʘʢʝʪʘ. 

ɼʣʷ ʪʦʛʦ ʱʦʙ ʜʚʘ ʧʨʠʩʪʨʦʾ ʤʦʛʣʠ ʦʙʤʽʥʶʚʘʪʠʩʷ ʽʥʬʦʨʤʘʮʽʻʶ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʰʠʬʨʦʚʘʥʠʭ ʽ ʧʽʜʧʠʩʘʥʠʭ ʜʘʥʠʭ, ʾʤ ʥʝʦʙʭʽʜʥʦ ʟʥʘʪʠ ʢʣʶʯ ʜʦ ʰʠʬʨʫ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ 

ʧʨʠ ʧʝʨʝʜʘʯʽ, ʘ ʪʘʢʦʞ ʢʣʶʯ ʜʦ ʝʣʝʢʪʨʦʥʥʠʭ ʧʽʜʧʠʩʽʚ. ʇʠʪʘʥʥʷ ʦʙʤʽʥʫ ʢʣʶʯʘʤʠ ʚʟʘʛʘʣʽ ʻ 

ʦʜʥʠʤ ʟ ʥʘʡʚʘʞʣʠʚʽʰʠʭ ʫ ʙʫʜʴ-ʷʢʽʡ ʩʠʩʪʝʤʽ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻ ʢʨʠʧʪʦʛʨʘʬʽʯʥʽ ʤʝʪʦʜʠ 

ʟʘʭʠʩʪʫ ʜʘʥʠʭ. ʆʯʝʚʠʜʥʦ, ʱʦ, ʷʢʠʤ ʙʠ ʥʝ ʙʫʚ ʩʠʣʴʥʠʤ ʧʨʦʪʦʢʦʣ, ʷʢʱʦ ʟʣʦʚʤʠʩʥʠʢ ʤʘʻ 

ʤʦʞʣʠʚʽʩʪʴ ʫʢʨʘʩʪʠ ʘʙʦ ʧʽʜʤʽʥʠʪʠ ʢʣʶʯʽ - ʚʩʽ ʥʘʥʽʚʝʮʴ. ɯʥʰʦʶ ʚʠʤʦʛʦʶ ʻ ʜʦʩʠʪʴ ʯʘʩʪʘ ʟʤʽʥʘ 

ʢʣʶʯʘ  ̔ʦʙʤʝʞʝʥʥʷ ʥʘ ʢʽʣʴʢʽʩʪʴ ʜʘʥʠʭ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʧʝʨʝʜʘʥʽ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʪʦʛʦ 

ʩʘʤʦʛʦ ʢʣʶʯʘ. ʎʝ ʦʙʤʝʞʝʥʥʷ ʧʦʚ'ʷʟʘʥʝ ʟ ʪʠʤ, ʱʦ ʯʠʤ ʙʽʣʴʰʝ ʜʘʥʠʭ, ʟʘʰʠʬʨʦʚʘʥʠʤ ʦʜʥʠʤ 

ʢʣʶʯʝʤ, ʽ ʯʠʤ ʙʽʣʴʰʝ ʯʘʩʫ ʤʘʻ ʟʣʦʚʤʠʩʥʠʢ, ʪʠʤ ʣʝʛʰʝ ʡʦʤʫ çʟʣʘʤʘʪʠè ʰʠʬʨ. ʊʦʤʫ ʦʙʤʽʥ 

ʢʣʶʯʘʤʠ - ʦʜʥʘ ʟ ʥʘʡʚʘʞʣʠʚʽʰʠʭ ʯʘʩʪʠʥ ʩʪʘʥʜʘʨʪʽʚ. ɯ ʩʘʤʝ ʪʦʤʫ ʜʘʥʽ, ʷʢʠʤʠ ʦʙʤʽʥʶʶʪʴʩʷ 

ʧʨʠʩʪʨʦʾ, ʰʠʬʨʫʶʪʴʩʷ ʪʘʢ ʥʘʟʠʚʘʥʠʤ ʢʣʶʯʝʤ ʩʝʩʽʾ - ʚʠʧʘʜʢʦʚʦ ʦʙʨʘʥʠʤ ʯʠʩʣʦʤ, ʧʨʦ ʷʢʝ 

ʩʪʦʨʦʥʠ çʜʦʤʦʚʣʷʶʪʴʩʷè ʥʘ ʧʦʯʘʪʢʫ ʦʙʤʽʥʫ. 

ɺ IPsec ʥʝ ʚʩʪʘʥʦʚʣʝʥʦ ʻʜʠʥʦʛʦ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʧʦʩʦʙʫ ʨʦʟʧʦʜʽʣʫ ʢʣʶʯʽʚ. ɺʠʟʥʘʯʝʥʦ, 

ʱʦ ʦʙʦʚ'ʷʟʢʦʚʦ ʧʦʚʠʥʥʽ ʧʽʜʪʨʠʤʫʚʘʪʠʩʷ ʨʫʯʥʠʡ ʨʦʟʧʦʜʽʣ ʢʣʶʯʽʚ ʽ ʩʧʝʮʽʘʣʴʥʠʡ ʧʨʦʪʦʢʦʣ - 



IKE (Internet Key Exchange). ʂʦʞʝʥ ʧʦʩʪʘʯʘʣʴʥʠʢ ʚʧʨʘʚʽ ʜʦʧʦʚʥʠʪʠ ʮʝʡ ʥʘʙʽʨ ʚʣʘʩʥʠʤʠ 

ʧʨʦʪʦʢʦʣʘʤʠ ʦʙʤʽʥʫ ʢʣʶʯʘʤʠ, ʦʜʥʘʢ ʩʪʘʥʜʘʨʪʥʽ ʟʦʙʦʚ'ʷʟʘʥʽ ʙʫʪʠ ʧʨʠʩʫʪʥʽʤʠ. 

ʈʫʯʥʠʡ ʨʦʟʧʦʜʽʣ ʢʣʶʯʽʚ - ʜʫʞʝ ʧʨʦʩʪʘ ʧʨʦʮʝʜʫʨʘ: ʥʘ ʜʠʩʢʝʪʽ (ʘʙʦ ʙʫʜʴ-ʷʢʦʤʫ ʽʥʰʦʤʫ 

ʥʦʩʽʾ) ʧʨʠʥʦʩʠʪʴʩʷ ʽʥʬʦʨʤʘʮʽʷ ʡ ʚʥʦʩʠʪʴʩʷ ʚ ʢʦʤʧ'ʶʪʝʨ. ɺʩʝ ʧʨʦʩʪʦ. ɸʣʝ ʢʣʶʯʽ ʪʨʝʙʘ ʤʽʥʷʪʠ. 

ʋ ʜʝʷʢʠʭ ʩʠʪʫʘʮʽʷʭ ʾʭ ʤʽʥʷʶʪʴ ʜʦʩʠʪʴ ʯʘʩʪʦ - ʥʘʧʨʠʢʣʘʜ ʱʦʛʦʜʠʥʠ. ʅʦʩʠʪʠ ʾʭʥʽʡ ʱʦʨʘʟ ʥʘ 

ʜʠʩʢʝʪʽ ʩʪʘʻ ʚʘʞʢʦ. ʄʦʞʥʘ, ʟʚʠʯʘʡʥʦ, ʟʛʝʥʝʨʫʚʘʪʠ ʙʝʟʣʽʯ ʢʣʶʯʽʚ (ʥʘ ʮʽʣʠʡ ʨʽʢ), ʨʦʟʥʝʩʪʠ ʾʭ 

ʦʜʠʥ ʨʘʟ ʧʦ ʚʩʽʭ ʬʽʣʽʷʭ ʽ ʨʝʛʫʣʷʨʥʦ ʤʽʥʷʪʠ. ɿʘʛʘʣʦʤ ʢʘʞʫʯʠ, ʮʝ - ʥʝ ʧʦʛʘʥʝ ʨʽʰʝʥʥʷ. ɺʠʥʠʢʘʻ, 

ʱʦʧʨʘʚʜʘ, ʧʨʦʙʣʝʤʘ ʩʠʥʭʨʦʥʥʦʾ ʟʤʽʥʠ ʢʣʶʯʘ. ʂʨʽʤ ʪʦʛʦ, ʮʝʡ ʤʝʪʦʜ ʧʽʜʭʦʜʠʪʴ ʪʽʣʴʢʠ ʧʨʠ 

ʥʝʚʝʣʠʢʽʡ ʢʽʣʴʢʦʩʪʽ ʩʪʦʨʽʥ, ʱʦ ʙʝʨʫʪʴ ʫʯʘʩʪʴ ʚ ʦʙʤʽʥʽ; ʧʨʠ ʟʙʽʣʴʰʝʥʥʽ ʾʭ ʢʽʣʴʢʦʩʪʽ ʥʝʤʠʥʫʯʝ 

ʜʝ-ʥʝʙʫʜʴ ʚʠʥʠʢʥʝ ʧʣʫʪʘʥʠʥʘ. ɺʠʭʦʜʷʯʠ ʽʟ ʮʠʭ ʤʽʨʢʫʚʘʥʴ ʜʣʷ ʨʦʟʧʦʜʽʣʫ ʢʣʶʯʽʚ ʙʫʣʠ 

ʨʦʟʨʦʙʣʝʥʽ ʧʨʦʪʦʢʦʣʠ ʦʙʤʽʥʫ ʢʣʶʯʘʤʠ. ʆʜʥʠʤ ʟ ʧʦʜʽʙʥʠʭ ʧʨʦʪʦʢʦʣʽʚ ʡ ʻ IKE. 

IKE-ʧʨʦʪʦʢʦʣ ʜʦʟʚʦʣʷʻ ʧʨʠʩʪʨʦʷʤ ʜʦʤʦʚʠʪʠʩʷ ʧʨʦ ʙʽʣʴʰʽʩʪʴ ʧʘʨʘʤʝʪʨʽʚ, ʷʢʽ ʙʫʜʫʪʴ 

ʚʠʢʦʨʠʩʪʘʥʽ ʚ ʧʨʦʮʝʩʽ ʦʙʤʽʥʫ ʽʥʬʦʨʤʘʮʽʻʶ, ʧʨʦ ʘʣʛʦʨʠʪʤ ʰʠʬʨʫʚʘʥʥʷ, ʧʨʦ ʢʣʶʯʽ. IKE 

ʜʦʩʠʪʴ ʩʢʣʘʜʥʠʡ. ɺʽʥ ʧʦʣʷʛʘʻ ʚ ʦʙʤʽʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ, ʱʦ ʧʦʚʠʥʥʽ ʟʜʽʡʩʥʠʪʠ ʩʪʦʨʦʥʠ, ʧʝʨʰ 

ʥʽʞ ʟʤʦʞʫʪʴ ʦʙʤʽʥʶʚʘʪʠʩʷ ʽʥʬʦʨʤʘʮʽʻʶ ʚ ʙʝʟʧʝʯʥʦʤʫ ʨʝʞʠʤʽ. ʋ ʭʦʜʽ ʮʽʻʾ ʩʝʩʽʾ ʩʪʦʨʦʥʠ 

ʩʧʦʯʘʪʢʫ ʦʙʤʽʥʶʶʪʴʩʷ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ, ʱʦ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʾʭ ʦʩʦʙʠʩʪʽʩʪʴ. ɺʠʟʥʘʯʝʥʦ ʢʽʣʴʢʘ 

ʩʧʦʩʦʙʽʚ ʫʧʝʚʥʠʪʠʩʷ, ʟ ʢʠʤ ʤʠ ʤʘʻʤʦ ʩʧʨʘʚʫ. ɺʩʽ ʚʦʥʠ ʟʘʩʥʦʚʘʥʽ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʽ 

ʢʨʠʧʪʦʛʨʘʬʽʯʥʠʭ ʤʝʪʦʜʽʚ. ɺʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʝʣʝʢʪʨʦʥʥʽ ʧʽʜʧʠʩʠ ʥʘ ʦʩʥʦʚʽ ʟʘʛʘʣʴʥʠʭ ʢʣʶʯʽʚ 

(ʩʠʤʝʪʨʠʯʥʽ ʘʣʛʦʨʠʪʤʠ), ʘʙʦ ʩʝʢʨʝʪʥʠʭ ʽ ʧʫʙʣʽʯʥʠʭ ʢʣʶʯʽʚ (ʥʝʩʠʤʝʪʨʠʯʥʽ ʘʣʛʦʨʠʪʤʠ). 

ʇʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʝʣʝʢʪʨʦʥʥʦʛʦ ʧʽʜʧʠʩʫ ʢʦʞʝʥ ʧʨʠʩʪʨʽʡ ʤʘʻ ʜʚʘ ʢʣʶʯʘ - ʩʝʢʨʝʪʥʠʡ ʽ 

ʧʫʙʣʽʯʥʠʡ. ʎʽ ʢʣʶʯʽ ʨʦʟʨʘʭʦʚʫʶʪʴʩʷ ʧʦ ʩʧʝʮʽʘʣʴʥʦʤʫ ʘʣʛʦʨʠʪʤʽ ʡ ʚʟʘʻʤʦʟʘʣʝʞʥʽ. ʉʝʢʨʝʪʥʠʡ 

ʢʣʶʯ ʚʽʜʦʤʠʡ ʪʽʣʴʢʠ ʚʣʘʩʥʠʢʦʚʽ, ʧʫʙʣʽʯʥʠʡ ʢʣʶʯ ʤʦʞʝ ʧʦʰʠʨʶʚʘʪʠʩʷ ʚʽʣʴʥʦ. ɯʩʥʫʻ ʷʢ 

ʤʽʥʽʤʫʤ ʜʚʽ ʨʽʟʥʽ ʩʭʝʤʠ ʟ ʘʩʠʤʝʪʨʠʯʥʠʤʠ ʢʣʶʯʘʤʠ. ɺ ʦʜʥʦʤʫ (ʘʣʛʦʨʠʪʤ RSA) ʧʦʚʽʜʦʤʣʝʥʥʷ, 

ʟʘʰʠʬʨʦʚʘʥʝ ʩʝʢʨʝʪʥʠʤ ʢʣʶʯʝʤ, ʤʦʞʥʘ ʨʦʟʰʠʬʨʫʚʘʪʠ, ʪʽʣʴʢʠ ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʚʽʜʧʦʚʽʜʥʠʡ 

ʧʫʙʣʽʯʥʠʡ ʢʣʶʯ, ʽ ʥʘʚʧʘʢʠ. ʊʘʢʠʤ ʯʠʥʦʤ, ʷʢʱʦ ʚʽʜʦʤʝ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʘʚʠʣʴʥʦ 

ʨʦʟʰʠʬʨʦʚʫʻʪʴʩʷ ʧʫʙʣʽʯʥʠʤ ʢʣʶʯʝʤ, ʚʠʭʦʜʠʪʴ, ʘʚʪʦʨ ʧʦʚʽʜʦʤʣʝʥʥʷ - ʚʣʘʩʥʠʢ ʮʴʦʛʦ ʢʣʶʯʘ. 

ɺ ʽʥʰʦʤʫ (ʘʣʛʦʨʠʪʤ Diffie-Hellman) ʩʝʢʨʝʪʥʠʡ ʢʣʶʯ ʚʽʜʧʨʘʚʥʠʢʘ  ̔ ʧʫʙʣʽʯʥʠʡ ʢʣʶʯ 

ʦʜʝʨʞʫʚʘʯʘ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʦʙʯʠʩʣʝʥʥʷ ʪʘʢ ʟʚʘʥʦʛʦ ʚʟʘʻʤʥʦʛʦ ʢʣʶʯʘ. ɺʠʷʚʣʷʻʪʴʩʷ, 

ʱʦ ʪʦʡ ʞʝ ʩʘʤʠʡ ʚʟʘʻʤʥʠʡ ʢʣʶʯ ʤʦʞʥʘ ʦʙʯʠʩʣʠʪʠ, ʟʥʘʶʯʠ ʩʝʢʨʝʪʥʠʡ ʢʣʶʯ ʦʜʝʨʞʫʚʘʯʘ  ̔

ʧʫʙʣʽʯʥʠʡ ʢʣʶʯ ʚʽʜʧʨʘʚʥʠʢʘ. ʊʘʢʠʤ ʯʠʥʦʤ, ʚʟʘʻʤʥʠʡ ʢʣʶʯ ʤʦʞʥʘ ʦʙʯʠʩʣʠʪʠ, ʪʽʣʴʢʠ ʟʥʘʶʯʠ 

ʦʜʥʫ ʟ ʧʘʨ - ʩʝʢʨʝʪʥʠʡ ʢʣʶʯ ʚʽʜʧʨʘʚʥʠʢʘ ʡ ʧʫʙʣʽʯʥʠʡ ʢʣʶʯ ʦʜʝʨʞʫʚʘʯʘ ʘʙʦ ʩʝʢʨʝʪʥʠʡ ʢʣʶʯ 

ʦʜʝʨʞʫʚʘʯʘ  ̔ʧʫʙʣʽʯʥʠʡ ʢʣʶʯ ʚʽʜʧʨʘʚʥʠʢʘ. ɸ ʦʩʢʽʣʴʢʠ ʩʝʢʨʝʪʥʠʡ ʢʣʶʯ ʟʥʘʻ ʪʽʣʴʢʠ ʡʦʛʦ 



ʚʣʘʩʥʠʢ, ʪʽʣʴʢʠ ʦʜʝʨʞʫʚʘʯ ʽ ʚʽʜʧʨʘʚʥʠʢ ʤʦʞʫʪʴ ʟʥʘʪʠ ʚʟʘʻʤʥʠʡ ʢʣʶʯ. ʂʝʨʫʶʯʠʩʴ ʮʠʤ 

ʬʘʢʪʦʤ, ʦʜʝʨʞʫʚʘʯ ʤʦʞʝ ʙʫʪʠ ʚʧʝʚʥʝʥʠʡ, ʱʦ ʚʽʜʧʨʘʚʥʠʢ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʟʘʰʠʬʨʦʚʘʥʦʛʦ 

ʚʟʘʻʤʥʠʤ ʢʣʶʯʝʤ, - ʩʘʤʝ ʪʦʡ, ʟʘ ʢʦʛʦ ʚʽʥ ʩʝʙʝ ʚʠʜʘʻ. ʆʯʝʚʠʜʥʦ, ʫ ʚʠʧʘʜʢʫ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʥʝʩʠʤʝʪʨʠʯʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʰʠʬʨʫʚʘʥʥʷ ʢʦʞʥʦʤʫ ʧʨʠʩʪʨʦʶ ʥʝʦʙʭʽʜʥʘ ʪʽʣʴʢʠ ʧʘʨʘ ʢʣʶʯʽʚ - 

ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʯʠʩʣʘ ʩʧʽʚʨʦʟʤʦʚʥʠʢʽʚ. ʋ ʩʪʘʥʜʘʨʪʽ ʡ ʜʣʷ ʮʴʦʛʦ ʚʠʧʘʜʢʫ ʪʘʢʦʞ ʚʽʜʩʫʪʥʷ ʪʚʝʨʜʘ 

ʬʽʢʩʘʮʽʷ ʢʦʥʢʨʝʪʥʦʛʦ ʘʣʛʦʨʠʪʤʫ. ɺʠʟʥʘʯʝʥʦ ʪʽʣʴʢʠ, ʱʦ ʨʝʘʣʽʟʘʮʽʷ ʦʙʦʚ'ʷʟʢʦʚʦ ʧʦʚʠʥʥʘ 

ʧʽʜʪʨʠʤʫʚʘʪʠ ʘʣʛʦʨʠʪʤ Diffie-Hellman. 

ɺʩʽ ʮʽ ʤʝʪʦʜʠ ʚʠʤʘʛʘʶʪʴ ʥʘʷʚʥʦʩʪʽ ʧʦʧʝʨʝʜʥʴʦʛʦ ʟʥʘʥʥʷ ʜʝʷʢʦʛʦ ʢʣʶʯʘ, ʱʦ ʙʫʜʝ 

ʚʠʢʦʨʠʩʪʘʥʠʤ ʜʣʷ ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʦʩʦʙʠʩʪʦʩʪʽ. ɸʣʝ ʦʩʢʽʣʴʢʠ ʮʠʤ ʢʣʶʯʝʤ ʰʠʬʨʫʶʪʴ ʜʫʞʝ 

ʤʘʣʦ ʽʥʬʦʨʤʘʮʽʾ, ʡʦʛʦ ʤʦʞʥʘ ʤʽʥʷʪʠ ʥʘʙʘʛʘʪʦ ʨʽʜʰʝ (ʧʝʨʽʦʜ ʜʽʾ ʢʣʶʯʘ ʤʦʞʝ ʩʪʘʥʦʚʠʪʠ ʤʽʩʷʮʽ 

ʡ ʥʘʚʽʪʴ ʨʦʢʠ). ʇʦʧʝʨʝʜʥʽʡ ʦʙʤʽʥ ʧʽʜʪʚʝʨʜʞʝʥʥʷʤʠ ʦʩʦʙʠʩʪʦʩʪʽ ʟʘʧʦʙʽʛʘʻ ʤʦʞʣʠʚʽʩʪʴ ʜʣʷ 

ʟʣʦʚʤʠʩʥʠʢʘ ʧʽʜʩʫʥʫʪʠ ʩʚʽʡ ʢʣʶʯ  ̔çʟʣʘʤʘʪʠè ʩʠʩʪʝʤʫ. 

ɺʩʪʘʥʦʚʠʚʰʠ ʦʩʦʙʠʩʪʽʩʪʴ ʩʧʽʚʨʦʟʤʦʚʥʠʢʘ, ʧʨʠʩʪʨʦʾ ʦʙʤʽʥʶʶʪʴʩʷ ʧʨʦʧʦʟʠʮʽʷʤʠ ʧʦ 

ʨʽʟʥʠʭ ʧʘʨʘʤʝʪʨʘʭ - ʘʣʛʦʨʠʪʤʘʤ ʰʠʬʨʫʚʘʥʥʷ, ʢʣʶʯʘʤ ʩʝʩʽʾ. ʂʣʶʯʽ ʩʝʩʽʾ - ʪʠʤʯʘʩʦʚʽ  ̔ʤʦʞʫʪʴ 

ʤʽʥʷʪʠʩʷ ʜʦʩʠʪʴ ʯʘʩʪʦ. ʇʽʩʣʷ ʪʦʛʦ ʷʢ ʜʦʤʦʚʣʝʥʽʩʪʴ ʜʦʩʷʛʥʫʪʘ, ʤʦʞʥʘ ʧʦʯʠʥʘʪʠ ʧʝʨʝʜʘʯʫ 

ʽʥʬʦʨʤʘʮʽʾ. ɿʚʠʯʘʡʥʦ, ʧʨʦʮʝʜʫʨʘ ʦʙʤʽʥʫ ʢʣʶʯʘʤʠ ʟʘʙʠʨʘʻ ʯʘʩ, ʽ, ʧʦʢʠ ʚʦʥʘ ʥʝ ʟʘʚʝʨʰʝʥʘ, 

ʞʦʜʝʥ ʧʘʢʝʪ ʟ ʜʘʥʠʤʠ ʥʝ ʤʦʞʝ ʙʫʪʠ ʧʝʨʝʜʘʥʠʡ ʤʽʞ ʧʨʠʩʪʨʦʷʤʠ ʚ ʙʝʟʧʝʯʥʦʤʫ ʨʝʞʠʤʽ. ʋ 

ʥʝʩʧʨʠʷʪʣʠʚʠʭ ʚʠʧʘʜʢʘʭ ʟʘʪʨʠʤʢʘ, ʚʠʢʣʠʢʘʥʘ ʥʝʦʙʭʽʜʥʽʩʪʶ ʧʦʧʝʨʝʜʥʴʦʛʦ ʚʽʜʢʨʠʪʪʷ ʩʝʩʽʾ, 

ʤʦʞʝ ʩʢʣʘʩʪʠ ʢʽʣʴʢʘ ʩʝʢʫʥʜ, ʘ ʫ ʚʠʧʘʜʢʫ ʦʜʥʦʯʘʩʥʦʛʦ ʚʽʜʢʨʠʪʪʷ ʙʘʛʘʪʴʦʭ ʩʝʩʽʡ (ʥʘʧʨʠʢʣʘʜ, 

ʥʘ ʧʦʯʘʪʢʫ ʨʦʙʦʯʦʛʦ ʜʥʷ, ʧʽʩʣʷ ʧʝʨʝʟʘʧʫʩʢʫ ʩʠʩʪʝʤʠ) - ʽ ʙʽʣʴʰʝ. 

ʊʨʦʭʠ ʽʥʘʢʰʝ ʧʽʜʽʡʰʣʠ ʜʦ ʦʙʤʽʥʫ ʢʣʶʯʘʤʠ ʨʦʟʨʦʙʥʠʢʠ ʧʨʦʪʦʢʦʣʫ SKIP. SKIP 

(ʘʢʨʦʥʽʤ ʚʽʜ Simple Key-management for Internet Protocols - çʧʨʦʩʪʠʡ ʧʨʦʪʦʢʦʣ ʦʙʤʽʥʫ 

ʢʣʶʯʘʤʠ ʜʣʷ ɯʥʪʝʨʥʝʪʫè) - ʨʦʟʨʦʙʢʘ ʬʽʨʤʠ Sun ʽ ʧʨʠʟʥʘʯʝʥʠʡ, ʷʢ ʮʝ ʚʠʧʣʠʚʘʻ ʟ ʥʘʟʚʠ, ʜʣʷ 

ʦʙʤʽʥʫ ʢʣʶʯʘʤʠ. ʎʝʡ ʧʨʦʪʦʢʦʣ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʠʡ ʷʢ ʨʘʟʦʤ ʟ IPsec ʨʘʟʦʤ ʟ ʽʥʰʠʤʠ 

ʧʨʦʪʦʢʦʣʘʤʠ, ʪʘʢ ʽ ʩʘʤʦʩʪʽʡʥʦ. ʉʘʤʝ ʪʦʤʫ ʧʨʦ ʥʴʦʛʦ  ̔ʛʦʚʦʨʠʪʴʩʷ ʷʢ ʧʨʦ ʦʢʨʝʤʠʡ ʧʨʦʪʦʢʦʣ. 

ʇʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ SKIP ʢʣʶʯ, ʥʝʦʙʭʽʜʥʠʡ ʜʣʷ ʨʦʟʰʠʬʨʦʚʢʠ ʧʦʚʽʜʦʤʣʝʥʥʷ (ʢʣʶʯ ʩʝʩʽʾ), 

ʟʙʝʨʽʛʘʻʪʴʩʷ ʚ ʩʘʤʦʤʫ 

ʧʘʢʝʪʽ, ʫ ʟʘʛʦʣʦʚʢʫ SKIP. 

 ɼʣʷ ʪʦʛʦ ʱʦʙ ʧʘʢʝʪ ʤʽʛ 

ʙʫʪʠ ʨʦʟʰʠʬʨʦʚʘʥʠʡ ʪʽʣʴʢʠ ʘʜʨʝʩʘʪʦʤ, ʮʝʡ ʢʣʶʯ, ʫ ʩʚʦʶ ʯʝʨʛʫ, ʟʘʰʠʬʨʦʚʘʥʠʡ. ɸʣʛʦʨʠʪʤ ʽ 

ʢʣʶʯ ʰʠʬʨʫʚʘʥʥʷ ʦʙʨʘʥ ̔ʪʘʢ, ʱʦʙ ʡʦʛʦ ʣʝʛʢʦ ʤʦʞʥʘ ʙʫʣʦ ʦʙʯʠʩʣʠʪʠ ʙʝʟ ʧʦʧʝʨʝʜʥʴʦʛʦ 

 



ʦʙʤʽʥʫ. ɼʣʷ ʦʙʯʠʩʣʝʥʥʷ ʚʟʘʻʤʥʦʛʦ ʢʣʶʯʘ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚʞʝ ʟʛʘʜʫʚʘʥʠʡ ʘʣʛʦʨʠʪʤ Diffie-

Hellman (ʚʟʘʻʤʥʠʡ ʢʣʶʯ ʨʦʟʨʘʭʦʚʫʻʪʴʩʷ ʽʟ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʚʽʜʧʨʘʚʥʠʢʘ  ̔ʧʫʙʣʽʯʥʦʛʦ ʢʣʶʯʘ 

ʦʜʝʨʞʫʚʘʯʽʚ ʘʙʦ ʧʫʙʣʽʯʥʦʛʦ ʢʣʶʯʘ ʚʽʜʧʨʘʚʥʠʢʘ  ̔ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʦʜʝʨʞʫʚʘʯʘ). ɸʣʝ  ̔ʮʝʡ 

ʢʣʶʯ ʜʣʷ ʰʠʬʨʫʚʘʥʥʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʝ ʚʠʢʦʨʠʩʪʦʚʫʻʴʙʩʷ. ɺʽʥ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʨʘʟʦʤ ʟ 

ʜʝʷʢʠʤ ʯʠʩʣʦʤ-ʣʽʯʠʣʴʥʠʢʦʤ ʜʣʷ ʦʜʝʨʞʘʥʥʷ ʽʥʰʦʛʦ ʢʣʶʯʘ. ɼʣʷ ʮʴʦʛʦ ʽʟ ʚʟʘʻʤʥʠʤ ʢʣʶʯʝʤ ʽ 

ʣʽʯʠʣʴʥʠʢʦʤ ʚʠʢʦʥʫʻʪʴʩʷ ʤʘʪʝʤʘʪʠʯʥʘ ʦʧʝʨʘʮʽʷ ʧʦ ʘʣʛʦʨʠʪʤʫ MD5, ʱʦ ʜʘʻ ʥʦʚʠʡ ʢʣʶʯ. 

ʉʘʤʝ ʮʠʤ ʢʣʶʯʝʤ ʽ ʚʠʨʦʙʣʷʻʪʴʩʷ ʢʦʜ ʢʣʶʯʘ ʩʝʩʽʾ. ɿʥʘʯʝʥʥʷ ʣʽʯʠʣʴʥʠʢʘ ʪʘʢʦʞ ʧʝʨʝʜʘʻʪʴʩʷ 

ʨʘʟʦʤ ʟ ʧʘʢʝʪʦʤ. ʊʘʢʠʤ ʯʠʥʦʤ, ʚʩʷ ʽʥʬʦʨʤʘʮʽʷ, ʥʝʦʙʭʽʜʥʘ ʜʣʷ ʨʦʟʰʠʬʨʦʚʢʠ ʜʘʥʠʭ ʫ ʧʘʢʝʪʽ, 

ʫʪʨʠʤʫʻʪʴʩʷ ʚ ʟʘʛʦʣʦʚʢʫ ʧʘʢʝʪʘ, ʽ ʥʝ ʧʦʪʨʽʙʥʦ ʥʽʷʢʦʛʦ ʧʦʧʝʨʝʜʥʴʦʛʦ ʦʙʤʽʥʫ (ʢʨʽʤ, ʟʚʠʯʘʡʥʦ, 

ʟʥʘʥʥʷ ʚʽʜʧʦʚʽʜʥʦʛʦ ʩʝʢʨʝʪʥʦʛʦ ʡ ʧʫʙʣʽʯʥʦʛʦ ʢʣʶʯʘ). ʊʘʢʘ ʪʨʠʩʪʫʧʽʥʯʘʩʪʘ ʩʭʝʤʘ ʜʦʟʚʦʣʷʻ 

ʤʽʥʷʪʠ ʢʣʶʯʽ ʩʝʩʽʾ ʜʦʩʠʪʴ ʯʘʩʪʦ. ʂʣʶʯ ʩʝʩʽʾ ʤʦʞʝ ʙʫʪʠ ʨʽʟʥʠʤ ʫ ʨʽʟʥʠʭ ʧʘʢʝʪʘʭ, ʧʝʨʝʜʘʥʠʭ ʧʦ 

ʤʝʨʝʞʽ, - ʙʽʣʴʰʝ ʯʘʩʪʦʾ ʟʤʽʥʠ ʫʷʚʠʪʠ ʩʦʙʽ ʚʘʞʢʦ. ʂʨʽʤ ʪʦʛʦ, ʥʘʷʚʥʽʩʪʴ ʨʽʚʥʦʤʽʨʥʦ 

ʟʨʦʩʪʘʶʯʦʛʦ ʣʽʯʠʣʴʥʠʢʘ ʜʦʟʚʦʣʷʻ ʫʥʠʢʥʫʪʠ ʧʦʚʪʦʨʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʰʠʬʨʦʚʘʥʦʛʦ ʧʘʢʝʪʘ. 

ʆʯʝʚʠʜʥʦ, ʱʦ SKIP ʽʩʪʦʪʥʦ ʧʨʦʩʪʽʰʝ, ʥʽʞ IKE, ʭʦʯʘ  ̔ʤʝʥʰ ʛʥʫʯʢʠʡ. 

ʗʢ ʚʞʝ ʛʦʚʦʨʠʣʦʩʷ, SKIP ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʠʡ ʷʢ ʟ IPsec, ʪʘʢ ʽ ʙʝʟ ʥʴʦʛʦ. ʇʨʠ 

ʚʠʢʦʨʠʩʪʘʥʥʽ SKIP ʙʝʟ IPsec IP-ʧʘʢʝʪ, ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʧʝʨʝʜʘʯʽ, ʰʠʬʨʫʻʪʴʩʷ  ̔ʫʧʘʢʦʚʫʻʪʴʩʷ 

ʚ ʥʦʚʠʡ IP-ʧʘʢʝʪ. ʅʦʚʠʡ IP-ʧʘʢʝʪ ʤʽʩʪʠʪʴ ʟʘʛʦʣʦʚʦʢ SKIP, ʫ ʷʢʦʤʫ, ʷʢ ʤʠ ʚʞʝ ʟʛʘʜʫʚʘʣʠ, 

ʫʪʨʠʤʫʻʪʴʩʷ ʚʩʷ ʽʥʬʦʨʤʘʮʽʷ, ʥʝʦʙʭʽʜʥʘ ʜʣʷ ʨʦʟʰʠʬʨʦʚʢʠ ʫʧʘʢʦʚʘʥʦʛʦ ʧʘʢʝʪʘ. 

 ʋ ʚʠʧʘʜʢʫ ʩʧʽʣʴʥʦʛʦ 

ʚʠʢʦʨʠʩʪʘʥʥʷ SKIP ʪʘ IPsec 

ʧʘʢʝʪ-ʢʦʥʚʝʨʪ ʤʽʩʪʠʪʴ ʜʚʘ ʟʘʛʦʣʦʚʢʠ - IPsec-ʟʘʛʦʣʦʚʦʢ ʡ SKIP-ʟʘʛʦʣʦʚʦʢ. ʋ ʟʘʛʦʣʦʚʢʫ SKIP 

ʧʝʨʝʜʘʻʪʴʩʷ ʢʣʶʯ, ʘ ʚ ʟʘʛʦʣʦʚʢʫ IPsec ʧʝʨʝʜʘʻʪʴʩʷ ʜʦʜʘʪʢʦʚʘ ʽʥʬʦʨʤʘʮʽʷ, ʥʝʦʙʭʽʜʥʘ ʜʣʷ 

ʧʨʘʚʠʣʴʥʦʾ ʨʦʟʰʠʬʨʦʚʢʠ  ̔ʦʙʨʦʙʢʠ ʫʧʘʢʦʚʘʥʦʛʦ ʧʘʢʝʪʘ. 

ɿʘʨʘʟ ʥʘ ʨʠʥʢʫ ʙʘʛʘʪʦ ʧʨʦʜʫʢʪʽʚ ʜʣʷ ʧʦʙʫʜʦʚʠ VPN. ʏʘʩʪʠʥʘ ʟ ʥʠʭ ʟʜʘʪʥʘ 

ʨʝʘʣʽʟʦʚʫʚʘʪʠ IPsec ʟ IKE, ʯʘʩʪʠʥʘ - ʟ SKIP, ʜʝʷʢʽ - SKIP ʙʝʟ IPsec. ɼʝʷʢʽ ʚʢʣʶʯʘʶʪʴ 

ʧʽʜʪʨʠʤʢʫ  ̔ʪʦʛʦ ʽ ʽʥʰʦʛʦ. 

ʂʨʽʤ ʯʠʩʪʦ ʪʝʭʥʽʯʥʠʭ ʤʽʨʢʫʚʘʥʴ, ʧʨʠ ʚʠʙʦʨʽ ʪʦʛʦ ʘʙʦ ʽʥʰʦʛʦ ʧʨʦʪʦʢʦʣʫ ʚʘʞʣʠʚʦ ʽ 

ʥʘʷʚʥʽʩʪʴ ʥʘ ʨʠʥʢʫ ʧʨʦʜʫʢʪʽʚ, ʱʦ ʨʝʘʣʽʟʫʶʪʴ ʮʝʡ ʧʨʦʪʦʢʦʣ, ʾʭʥʷ ʷʢʽʩʪʴ. 

ʍʦʯʘ SKIP - ʨʦʟʨʦʙʢʘ ʬʽʨʤʠ Sun, ʙʘʛʘʪʦ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ ʤʝʨʝʞʥʦʛʦ ʚʩʪʘʪʢʫʚʘʥʥʷ ʡ 

ʦʧʝʨʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʚʢʣʶʯʘʶʪʴ ʫ ʩʚʦʾ ʧʨʦʜʫʢʪʠ ʧʽʜʪʨʠʤʢʫ SKIP. SKIP ʜʦʩʪʫʧʥʠʡ ʜʣʷ Solaris, 

Sun OS, FreeBSD ʡ Linux. ɹʫʣʠ ʩʪʚʦʨʝʥʽ ʚʝʨʩʽʾ ʽ ʜʣʷ Windows. ʆʩʢʽʣʴʢʠ SKIP ʚʽʜʥʦʩʥʦ 

 



ʧʨʦʩʪʠʡ ʽ ʧʨʦʜʫʢʪʠ ʥʘ ʡʦʛʦ ʦʩʥʦʚʽ ʚʠʧʫʩʢʘʶʪʴʩʷ ʚʞʝ ʜʘʣʝʢʦ ʥʝ ʧʝʨʰʠʡ ʨʽʢ, ʤʦʞʥʘ ʩʤʽʣʦ 

ʟʘʪʚʝʨʜʞʫʚʘʪʠ, ʱʦ ʮʝ ʜʦʩʠʪʴ ʟʨʽʣʠʡ, ʨʦʟʚʠʥʝʥʠʡ ʧʨʦʪʦʢʦʣ.  

ʇʨʦʜʫʢʪʠ, ʱʦ ʨʝʘʣʽʟʫʶʪʴ ʧʨʦʪʦʢʦʣʠ IPsec ʡ IKE ʪʝʞ ʧʨʠʩʫʪʥʽ ʥʘ ʨʠʥʢʫ. ʈʝʘʣʽʟʘʮʽʾ  

ʜʦʩʪʫʧʥʽ ʜʣʷ ʚʽʣʴʥʦ ʨʦʟʧʦʚʩʶʜʞʫʚʘʥʠʭ ʩʠʩʪʝʤ Linux, OpenBSD. ʇʨʠ ʮʴʦʤʫ OpenBSD 

ʤʽʩʪʠʪʴ ʧʽʜʪʨʠʤʢʫ ʮʴʦʛʦ ʩʪʘʥʜʘʨʪʫ ʚ ʙʘʟʦʚʽʡ ʢʦʥʬʽʛʫʨʘʮʽʾ. 

 



ʂʣʘʩʠʬʽʢʘʮʽʷ ɺʇʄ 

 ɺʨʘʭʦʚʫʶʯʠ ʦʙʩʪʘʚʠʥʠ ʦʧʠʩʘʥʽ ʚ ʧʦʧʝʨʝʜʥʽʭ ʨʦʟʜʽʣʘʭ ʪʝʭʥʦʣʦʛʽʾ ʨʝʘʣʽʟʘʮʽʾ ɺʇʄ 

ʝʚʦʣʶʮʽʦʥʫʚʘʣʠ ʚ ʪʨʴʦʭ ʥʘʧʨʷʤʢʘʭ: 

¶ Remote Access VPNs  

¶ Intranet VPNs  

¶ Extranet VPNs  

Remote Access VPNs 

 

 ʗʢ ʤʦʞʥʘ ʟʜʦʛʘʜʘʪʠʩʴ ʟ ʥʘʟʚʠ, Remote Access VPN ʟʘʙʝʟʧʝʯʫʶʪʴ ʜʦʩʪʫʧ ʚ ʙʫʜʴ-ʷʢʠʡ 

ʯʘʩ ʚʽʜʜʘʣʝʥʠʭ ʩʧʽʨʦʙʽʪʥʠʢʽʚ ʜʦ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʨʝʩʫʨʩʽʚ. ʉʪʨʫʢʪʫʨʘ ʪʘʢʦʾ ɺʇʄ ʩʢʣʘʜʘʻʪʴʩʷ ʟ 

¶ Remote Access Server (RAS), ̫ ʢʠʡ ʟʥʘʭʦʜʠʪʴʩʷ ʚ ʮʝʥʪʨʘʣʴʥʦʤʫ ʦʬʽʩʽ ʪʘ ʘʫʪʝʥʪʠʬʽʢʫʻ 

ʪʘ ʘʚʪʦʨʠʟʫʻ ʟʘʧʠʪʠ. 

¶ ɿʘʙʝʟʧʝʯʫʻ ʜʽʘʣ-ʘʧ ʟôʻʜʥʘʥʥʷ. 

¶ ʆʙʨʦʙʣʷʻ ʟʘʧʠʪʠ ʚʽʜʜʘʣʝʥʦʛʦ ʦʬʽʩʫ. 

ʉʭʝʤʠ ʪʘʢʦʾ ʚʟʘʻʤʦʜʽʾ ʙʝʟ ɺʇʄ ʪʘ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ɺʇʄ: 

 

 

(ʪʨʘʜʠʮʽʡʥʠʡ ʚʠʧʘʜʦʢ)    (ʚʠʢʦʨʠʩʪʘʥʥʷ ɺʇʄ) 

 

 


